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Abstract

Industryvendors hesitateto disseminateproprietary applications
to academiaand third party vendors. By consequence, thebench-
markingprocessis typically driven by standardized,open-source
benchmarkswhich maybeverydifferentfromandlikely not repre-
sentativeof thereal-lifeapplicationsof interest.

Thispaperproposescodemutation,a novel techniquethat mu-
tatesa proprietary applicationto complicatereverseengineering
so that it can be distributedas a benchmark.Thebenchmarkmu-
tant thenservesasa proxyfor theproprietaryapplication.Thekey
ideain theproposedcodemutationapproach is to preservethepro-
prietary applicationÕs dynamicmemoryaccessand/orcontrol ßow
behaviorin thebenchmarkmutantwhilemutatingtherestof theap-
plicationcode. To thisend,wecomputeprogramslicesfor memory
accessoperationsand/or control ßowoperationstrimmedthrough
constantvalue and branch proÞles;and subsequentlymutatethe
instructionsnotappearing in theseslicesthroughbinary rewriting.

Our experimentalresultsusingSPECCPU2000and MiBench
benchmarksshowthatcodemutationis a promising techniquethat
mutatesup to 90% of the static binary, up to 50% of the dynam-
ically executedinstructions,and up to 35% of the at run time ex-
posedinter-operation data dependencies.Theperformancechar-
acteristicsof themutantareverysimilar to thoseof theproprietary
application acrossa wide range of microarchitectures and hard-
ware implementations.

Categories and Subject Descriptors C. ComputerSystemsOrga-
nization[C.4 Performanceof Systems]: MeasurementTechniques,
ModelingTechniques

General Terms Experimentation,Measurement,Performance

Keywords BenchmarkGeneration,CodeMutation

1. Introduction

Benchmarkingis thekey tool for assessingcomputersystemperfor-
mance.Researchersandcomputerengineersquantifyperformance
by running a set of benchmarksand by timing the benchmarksÕ
executiontimes.One useof benchmarkingis to compare design
alternativesduringresearchor development.Anotheruseof bench-
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marking is to comparecomputersystemsfor guiding purchasing
decisions.In orderto enablea fair evaluationof computersystem
performance,organizationssuchasEEMBC,TPCandSPECstan-
dardizethebenchmarkingprocess,andfor thispurposetheseorga-
nizationsprovide industry-standardbenchmarksuites.For exam-
ple, SPECprovides the CPU benchmarksuite for evaluatingthe
performanceof general-purposeprocessors.

Theseindustry-standardbenchmarksaretypically derivedfrom
open-sourceprograms[11]. Thepitfall andlimitation thoughis that
theseopen-source benchmarksmay not be representative of real-
life applicationsandmaybevery differentfrom theapplication(s)
of interest.An alternative would beto usereal-life applicationsof
interest.Unfortunately, real-life applicationsarevery oftenpropri-
etary, andindustryhesitatesto sharethemwith academiaor third
partyvendorsbecauseof intellectualpropertyissues.Nevertheless,
it wouldbein theindustryÕsinterestto beableto distributereal-life
proprietaryapplicationssothatthecomputersystems aredesigned
to providegoodperformancefor theseapplications.

This paperproposescodemutation, a novel techniquethat ad-
dressestheconcernof distributing proprietaryapplicationsto third
parties.CodemutationÞrstproÞlestheexecutionof a proprietary
applicationof interesttocollectavarietyof propertiesin aso-called
executionproÞle.This executionproÞle is then usedfor binary
rewriting theproprietaryapplicationinto abenchmarkmutant.The
mutantfeaturestwo key properties:(i) thefunctionalsemanticsof
theproprietaryapplicationcannotberevealed,or, at least,arevery
hardto reveal throughreverseengineeringon the mutant,and(ii)
theperformancecharacteristicsof themutantresemblethoseof the
proprietaryapplicationvery well so that themutantcanserve asa
proxy for theproprietaryapplicationduringbenchmarkingexperi-
ments.

In thispaper, wemake thefollowing contributions:

• Weproposecodemutation,anovel methodologyfor construct-
ing benchmarksthat hide the functional semanticsof propri-
etaryapplicationswhile exhibiting similarperformancecharac-
teristics.

• We explore a numberof approachesto codemutationat the
binarycodelevel. Theseapproachesdiffer in theway they pre-
serve the proprietaryapplicationÕs memoryaccessandcontrol
ßow behavior in themutant.

• Weproposevariousmetricsfor quantifyingtheefÞcacy of code
mutationin termsof how well themutanthidesthe functional
meaningof theproprietaryapplication.

• We demonstratethat the mutantsgeneratedasproxiesfor the
SPECCPU2000andMiBenchbenchmarkshidethefunctional
meaningwell, i.e., a mutantmutatesup to 90%of the instruc-
tions in the applicationbinary, mutatesup to 50% of the in-



structionsin thedynamicinstructionstream,andmutatesup to
35%of theat run-timeexposeddatadependencies.Thesemu-
tationscomplicatereverseengineeringusingboththestaticbi-
naryaswell asthedynamicinstructionstream.In addition,we
show thattheperformancecharacteristicsby themutantscorre-
late very well with the performancecharacteristicsof the pro-
prietaryapplicationacrossa variety of microarchitecturesand
hardwareimplementations.

Codemutationhasthe potentialto becomea way of develop-
ing benchmarksthatcanbesharedamongthird partyindustryven-
dors,aswell asbetweenindustryandacademia.This would make
thebenchmarkingprocessin industrybothmoreaccurateandmore
straightforwardÑ no moreneedto usepublishedSPECnumbers
for doinga competitorsÕanalysisfor driving purchasingdecisions
becausethebenchmarkingcanbedoneusingamutant.At thesame
time it wouldmakeperformanceevaluationin academiamorereal-
istic. Insteadof driving researchbasedon theperformanceresults
obtainedusing SPECCPU for example,a representative bench-
markmutantmayprovidemorerealisticperformanceassessments,
which mayeventuallyleadto morefruitful researchdirections.In
addition,developingbenchmarksis bothhardandtime-consuming
to do in academia[24], for whichcodemutationmaybeasolution.

2. Code Mutation

2.1 Design options

Thereareanumberof high-leveldesignoptionsthatneedtobecho-
senwhenbuilding a codemutationframework. Beforedescribing
our framework in greatdetail, weÞrstmotivateourdesignchoices.

Trace mutation versus benchmark mutation. A Þrstdesignop-
tion is to distribute a mutant in the form of a traceor a bench-
mark.A trace,or a sequenceof dynamicallyexecutedinstructions,
is harderto reverseengineerthan a benchmark.Techniquesbor-
rowedfrom statistical simulation[8, 20,21] to probabilisticallyin-
stantiateprogramcharacteristicsin a synthetictrace,or coalescing
representative tracefragments[5, 14, 22, 23, 29] couldbeusedto
mutatetheoriginal traceso that the functionalmeaningis hidden.
A majorlimitation for a tracemutantthough is thatit cannotbeex-
ecutedon execution-drivensimulatorsor realhardware.We there-
forechooseto createbenchmarkmutantsinsteadof tracemutants.

Input to be provided versus built-in input. A second designop-
tion is to mutatethe proprietaryapplicationso that the resulting
mutantcanstill take its input at run time, or to interminglethe in-
put with the applicationwhencreatingthemutant.We choosefor
the latter option for threereasons:(i) interminglingthe input and
theapplicationenablesmoreaggressivecodemutations;(ii) it does
not requireto distributea potentiallyproprietaryinput; and(iii) it
preventsa maliciousindividual to try reverseengineerthe propri-
etaryapplicationby applyingdifferentinputs to themutant.

Binary level versus source code level mutation. Benchmarkmu-
tation can be appliedat the programsourcecodelevel or at the
binary level. Sourcecodelevel mutationhasthe advantageof be-
ing easierto port acrossplatforms,andit enablesdistributing mu-
tantsfor compilerresearchanddevelopment.Making surethough
that theperformancecharacteristicsof themutantcorrespondwell
to thoseof the proprietaryapplicationis far from trivial because
thecompilermayaffect theperformancecharacteristicsdifferently
for themutantthanfor theproprietaryapplication,up to thepoint
wherethe mutantcanno longerserve asa proxy. The latter argu-
mentmadeuschoosefor benchmarkmutationat thebinary level:
it is easierto maintaintheproprietaryapplicationÕs behavioral ex-
ecutioncharacteristicsin themutantwhenapplyingcodemutation
at thebinarylevel.

Existing program obfuscation techniques. Codeobfuscation[4]
is a growing researchtopic of interestwhich convertsa program
into anequivalentprogramthat is moredifÞcult to understandand
reverseengineer. Benchmarkmutationhassomepropertiesin com-
mon with codeobfuscation,however, thereare two fundamental
differences.First, code obfuscationrequiresthat the obfuscated
programversionis functionallyequivalentto theoriginalprogram,
andproducesthesameoutput.A mutantontheotherhanddoesnot
requireto befunctionallyequivalent,andmayevenproducemean-
inglessoutput.Second,a mutantshouldexhibit similar behavioral
characteristicsas the proprietaryapplication.An obfuscatedpro-
gramversionontheotherhanddoesnothavethis requirement,and
asa matterof fact,many codeobfuscationtransformationschange
the behavioral executioncharacteristics throughcontrol ßow and
dataßow transformationsandby consequenceintroducesigniÞcant
runtimeoverheads,seefor example[9]. Thesedifferencescall for a
completelydifferentapproach for codemutationcomparedto code
obfuscation.

Bottom-up versus top-down benchmark mutation. Recentwork
on syntheticbenchmarkgeneration[2, 15] extractsa numberof
program characteristicsfrom a program execution, and subse-
quently generatesa syntheticbenchmarkfrom it. Although both
syntheticbenchmarkgenerationandcodemutationserve thesame
goalwhich is to distributeproprietaryapplicationsasbenchmarks,
they exposedifferent researchchallenges.Syntheticbenchmark
generationis a bottom-upapproachfor which the researchchal-
lengeis to identify thekey programcharacteristicsthatwhenmod-
eledin thesyntheticbenchmark,resembletheoriginal application
well. Codemutationon the other hand,is a top-down approach
thatstartsfrom theproprietaryapplicationandmutatesits codeto
hideits functionalmeaning.Theadvantageof syntheticbenchmark
generationis that hiding functional meaningis easier, whereas
codemutationeasesachieving the goal of preservingthe behav-
ioral characteristicsof theproprietaryworkload.

2.2 Framework

Figure1 illustratesthegeneralframework for codemutation.As a
Þrststep,weproÞletheproprietaryprogramexecution,i.e.,werun
the proprietaryapplicationalong with a proprietaryinput within
an instrumentationframework for collectinga so-calledexecution
proÞle. ThisexecutionproÞleis thenusedin asecondstepto trans-
form the applicationcodeinto a mutantthroughbinary rewriting.
Themutantcanthenbedistributedto third partiesfor benchmark-
ing purposes.

2.2.1 General idea

The challengeat hand is to transform a proprietaryprogramso
that the functionalmeaningis hiddenwhile preserving thebehav-
ioral executioncharacteristicsof theproprietaryapplicationin the
mutant. We startedfrom the observation [16] that performance
on contemporarysuperscalarprocessorsis primarily determined
by missevents,i.e., branchmispredictionsandcachemisses,and
to a lesserextent by inter-operationdependenciesandinstruction
types; inter-operationdependenciesand instructionexecution la-
tenciesaretypically hiddenby superscalarinstructionprocessing.
This observationsuggeststhat themutant,in orderto exhibit sim-
ilar behavioral characteristicsasthe proprietaryworkload,should
mimick thebranchandmemoryaccessbehavior well withoutwor-
rying too muchabout inter-operationdependenciesandinstruction
types.In order to do so, we determine all operationsthat affect
the programÕs branch and/ormemoryaccessbehavior; we do this
throughdynamic programslicing which will beexplainedlater in
Section2.2.3.We retain the operationsappearingin theseslices
unchangedin the mutant,andall otheroperationsin the program
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Figure 1. Thecodemutationframework.

canbeoverwrittento hide theproprietaryapplicationÕs functional
meaning.

We now discussthevariousstepsin our framework: collecting
theexecutionproÞle,programanalysisand binaryrewriting.

2.2.2 Collecting the execution profile

The execution proÞle consistsof three main programexecution
properties:(i) the inter-operationdependency proÞle,(ii) the con-
stantvalueproÞle,and(iii) thebranchproÞle.TheexecutionproÞle
will beusedin the next stepby theslicing algorithmfor determin-
ing which operationsaffect the branchand/ormemoryaccessbe-
havior.

Inter-operation dependency profile. The inter-operationdepen-
dency proÞlecapturesthedatadependenciesbetweeninstructions.
SpeciÞcally, it computestheread-after-write (RAW) dependencies
betweeninstructionsthroughbothregistersandmemory. Theinter-
operationdependency proÞlethenenumeratesall thestaticinstruc-
tions that a static instructiondependsupon (at leastonce)at run
time.

For example,considerthe examplegiven in Figure 2, where
instruction(d) consumesregistersr3 andr6; instruction(a) pro-
ducesr3, and both instructions(b) and(c) producer6. If it turns
out that the pathshown throughthe tick black line (A-B-D) is al-
waysexecuted,i.e., basicblock C is never executed,thenonly in-
structions(a)and(b) will appearin theinter-operationdependency
proÞlefor instruction(d). Instruction(c) will not appearin thede-
pendency proÞlebecausebasicblock C is never executedin this
particularexecutionof the program.If, in contrast,basicblock C
wouldbeexecutedat leastonce,then(a), (b) and(c) will appearin
thedependency proÞlefor instruction(d).

Constant value profile. For each static instruction we proÞle
whethertheregistervaluesthat it consumesandtheregistervalue
that it producesareconstantover theentireprogramexecution.In
otherwords,for eachinstruction,we keeptrackof theregisterval-

        ...

(a) add r1,r2 -> r3

    ...

        ...

(b) add r4,r5 -> r6

    ...

        ...

(c) sub r4,r5 -> r6

    ...

        ...

(d) add r3,r6 -> r3

    ...

A

B C

D

Figure 2. An exampleillustrating the inter-operationdependency
proÞle.

uesit consumesandproduces,andstoretheconstantvalueregister
operandsin theexecutionproÞle.

Valuelocality [17], valueproÞling [3], andits applicationshave
received researchinterestover the past decade.Various authors
have reportedthat a substantial fraction of all variablesproduced
by a programat run time is invariant,seefor example[3]. There
areseveral waysof leveraginginvariant(andsemi-invariantor pre-
dictable)datavaluessuchashardwarevalueprediction,codespe-
cialization,partialevaluation,andadaptive anddynamicoptimiza-
tion. We will usethe constantvalueproÞlesto trim the program
slicesaswewill explain in Section2.2.3.

Branch profile. ThebranchproÞlecapturesa numberof proÞles
concerningaprogramÕscontrolßow behavior:

• We storethe branchdirection in casea conditionalbranchis
alwaystakenor alwaysnot-taken.

• We store the branch target in casean indirect jump always
branchesto thesametargetaddress.

• In caseof an unconditionaljump, we determinea condition
ßagthatis constantat thejump point acrosstheentireprogram
execution.

• And Þnally, we also capture the taken/not-taken sequence
for infrequentlyexecutedconditionalbranches,or in casethe
branchis executedlessthan32 timesduringtheentireprogram
execution.

The executionproÞlecan be collectedthroughbinary instru-
mentationsuchas ATOM [25] or PIN [18]. We usePIN in our
framework.DynamicbinaryinstrumentationusingPINaddsinstru-
mentationcodeto theapplicationcodeasit runsthat measuresthe
programexecutionpropertiesof interest.

Non-deterministicsystemcalls complicatethe computationof
the constantvalueandbranchproÞles:a variablein oneprogram
run may have a different value in anotherprogramrun with the
sameinput. We take a pragmaticsolution and run eachprogram
multiple timesandthensubsequentlycomputethe constantvalue
proÞlesacrosstheseprogramruns.A moreelegantsolutionmaybe
to record/replaysystemeffectsasdonein pinSEL[19].



2.2.3 Program analysis

We usetheexecutionproÞleto computetheoperationsthataffect
the branchandmemoryaccessbehavior of a programexecution.
Computingtheseoperationsis donethrough programslicing.

Program slicing. As alluded to before, we use program slic-
ing [26, 28], a powerful techniquefor tracking chainsof depen-
denciesbetweenoperationsin aprogram.Programslicing is found
useful for variouspurposesin softwaredevelopment,testingand
debugging,aswell asin optimizingperformancethroughidentify-
ing critical operations[32]. A programsliceconsistsof theinstruc-
tionsthat(potentially)affect thevaluescomputedat somepoint of
interestin the programexecution,referredto asthe slicing crite-
rion. In this work we considerbackward slices,or thesequenceof
instructionsleadingto theslicing criterion.Thebackwardslice,or
slicefor short,canbecomputedthroughabackwardtraversalof the
programstartingat theslicingcriterion.An importantdistinctionis
to bemadebetweena staticanda dynamicslice.Theformer does
not make any assumptionsaboutthe programÕs input whereasthe
latterreliesonaspeciÞctestcase.

Our framework uses dynamicslicing becausewe have a spe-
ciÞc proprietaryinput available, and becausedynamicslicesare
typically thinner, i.e., containfewer instructions,thanstaticslices.
This enablesusto moreaggressively applycodemutation.We use
an imprecisedynamicslicing algorithmbecauseof the high com-
putationalcomplexity both in time andspaceof precisedynamic
slicing [31], especiallyfor computingmany slicesfor long-running
applications.Theslicesproducedthroughimpreciseslicingareless
accuratethanthroughpreciseslicing,neverthelessthey areconser-
vative meaningthat they area supersetof preciseslices.We use
Algorithm II asdescribedby Agrawal andHorgan [1] andZhang
et al. [31]. This algorithmstartsfrom the slicing criterion andre-
cursively builds thebackwardsliceusingtheinter-operationdepen-
dency proÞle:startingfrom the dependency proÞlefor the slicing
criterion, it recursively computesprior dependencies.Thecompu-
tationalcostfor this impreciseslicing algorithmis independentof
thenumberof slicesthatneedto becomputed[31]. This is anim-
portantbeneÞtfor ourpurposesincewecomputeslicesfor all con-
trol ßow operationsand/ordatamemory accesses,asexplainedin
thenext section.

TheconstantvalueandbranchproÞleshelp trimming both the
numberof slicesaswell asthesizeof theslicesthatneedto becom-
puted.SpeciÞcally, we do not needto computeslicesfor branches
that areeitheralways taken or alwaysnot-taken. In addition, the
recursive backward dependency trackingfor computingthe slices
stopsuponaconstantvalue.

Code marking. In ourevaluation,weconsidertwo scenarioswith
differentslicingcriteria.

Memory access and control flow operation (MA-CFO) slicing:
TheÞrstscenariocomputesslicesfor all controlßow operations
as well as for all effective dataaddressesgeneratedthrough
loadsandstores.This scenariowill ensurethatthecontrolßow
andmemoryaccessbehavior of themutantwill be identicalto
theproprietaryapplication.

Control flow operation (CFO) slicing: Thesecondscenario only
computesslicesfor all control ßow operations.This criterion
will be lessaccuratethanthe formerbecauseit doesnot com-
pute slices for datamemoryaccesses.This has the potential
beneÞtof enablingmuchaggressive codemutationat the po-
tential costof the mutantbeinglessrepresentative of the pro-
prietaryapplication.

Oncetheslicesarecomputed,all the instructionsnot part of a
slicearemarked.This includescodethat is never executedaswell
ascodethatgetsexecutedbut producesunuseddata(deadcode).In

addition,all instructionoperands(inputaswell asoutputoperands)
thatholdconstantvaluesat run time aremarkedassuch.

2.2.4 Binary rewriting

Oncethe codemarkingis done,we thenperformthe actualcode
mutation.Weemploy binaryrewriting to mutatetheproprietaryap-
plicationinto abenchmarkmutant;weuseDiablo [7] asourbinary
rewriting tool. Applying mutationthroughbinary rewriting poses
somechallengesin termsof preservingthecodelayout.Rewriting
instructionsmay changethe codelayout and may therebyaffect
the instructioncacheperformance.We thereforestrive at keeping
thebasicblocksizethesamebeforeandaftermutation.

Control flow mutations. As mentionedbefore,we do not com-
puteslicesfor branchesthathaveaconstantbranch target.Instead,
we mutatethosebranchesto complicatethe understandingof the
mutant.To do so,we usean opaque variableor predicate[4]. An
opaquevariableis a variablethathassomepropertythat is known
a priori to the codemutator, but which is difÞcult for a malicious
personto deduce. In our work, we useas the opaquevariablea
conditionßagthathasa constantvalueat thebranchpoint during
the courseof the programexecutionbut which is different from
the conditionßagin the original program.We mutateconditional
branchesthatareeitheralwaystakenor alwaysnot-taken,indirect
jumpswith a constantbranchtarget, andwe alsoconvert uncon-
ditional branchesinto conditionalbranches.Conditional branches
that jump basedon an opaqueconditionßagdo not alter the exe-
cutionßow of themutantbut complicatetheunderstandingof the
mutantbinary. In addition,controlßow edgesthatarenever taken
arealteredin themutant.

Rewriting code and breaking data dependencies. The unexe-
cutedanddeadcode(themarked instructions)is overwritten.The
rewriting is doneby randomlyreassigninganinstructiontype,and
registerinput andoutputoperands.This randomreassignmentas-
suresthat thereis no one-to-onemappingof instructiontypesand
operandswhich makesreverseengineeringimpossible,or at least
very difÞcult. Nevertheless,for deadcode,i.e., codethatgetsexe-
cutedbut which producesunuseddata,we ensurethat the instruc-
tion mix, i.e., the relative occurrenceof instructiontypes,in the
mutantis similar to that in the proprietaryapplicationso that the
run time behavior characteristicsof themutantmatchthoseof the
proprietaryapplication.Likewise,wegenerateinter-operationdata
dependenciesin such a way that thedistribution of inter-operation
dependenciesof themutantis similar to theoneof theproprietary
applicationin orderto preserve the amountof ILP in the mutant.
Theinstructionoperandsthataremarkedasholdingconstantvalues
arereplacedby immediateconstants.By doingso,we breakinter-
operationdependenciesmakingit harderto understandthepropri-
etaryapplication.For theoutputregisteroperands,weusenon-live
registeroperandsto make surethe insertedcodemutationsdo not
affect theexecutionßow of themutant.

Example. Figure 3 illustratescodemutation that preserves the
controlßow behavior onasimpleexamplethatcomputesthefacto-
rial of 7. Theinput to thefunction,which is Ô7Õ,is hold in register
%eax. Basicblock A checkswhetherthe input is larger than12.
If yes,error handling codeis executedin E; if no, the factorial is
computedandprintedin B, C,andD. Figure3(a)showstheoriginal
code,and(b) shows thecodeaftercodemutation;the instructions
shown in bold italics in (b) areoverwritten.Thebranchinstruction
in A is a conditionalbranchthat is never takenfor thegiven input
Ô7Õ:we overwrite this branchaswell asthecmp instructionin its
slice.E is never executed,andby consequence,we cancompletely
overwriteE. Also theconditionalbranchin B is never takenÑ the
input differsfrom Ô1ÕÑ andwe thusoverwritethebranchandthe
instructionsin its slice.In C, both%eax and%edx from thecmp



cmp $0xc,%eax

ja  E

cmp %eax,%ebx

mov $0x1,%edx

ja  D

imul %edx,%ebx

inc  %edx

cmp  %eax,%edx

jbe  C

mov  %ebx,0x8(%esp)

mov  %eax,0x4(%esp)

movl $0x8096328,(%esp)

call printf

mov 0xfffffffc(%ebp),%ebx

mov $0x1,%eax

leave

ret

movl $0x8096343,(%esp)

call puts

jmp F

cmp $0x123,%eax
jge  E

cmp %edx,%ecx
mov $0x1,%edx

jge E

imul %ebx,%eax
inc  %edx

cmp  $0x7,%edx
jbe  C

movl $0x13b0,0x8(%esp)
movl $0x7,0x4(%esp)
movl $0x8096328,(%esp)

call printf

mov 0xfffffffc(%ebp),%ebx

mov $0x1,%eax

leave

ret

movl $0x8083951,(%esp)
call printf
jge F

(a) before code mutation (b) after code mutation

A

B

C

D

E

F

A

B

C

D

E

F

Figure 3. An example,thefactorialfunctionwith input Ô7Õ,illustrating themechanismof codemutation:(a) beforecodemutation, and(b)
aftercodemutation.

instructionappearin the slicefor theconditionalbranchat theend
of C.However, thevaluefor %eax is invariantfor thisparticularex-
ecution,andwe thusoverwritethe%eax argumentby its constant
valuewhich is 7. For register%edx, thesliceincludesthecmp and
inc instructionsin C andthemov instructionin B; theseinstruc-
tions thus remainunchangedin the mutant.The valuesin %eax
and%ebx in D areconstant,andareoverwittenby constantvalues.
As aresultof that,wecanoverwritetheimul instructionin C.The
endresultof codemutationis a mutant,shown in Figure3(b), that
looks fairly different from the original application shown in Fig-
ure3(a).It will beveryhardto revealthefunctionalmeaningof the
original applicationfrom its mutant.

Infrequent branches. We do not computeslicesfor infrequent
branches,in our case,conditionalbranchesthat areexecutedless
than32 timesover theentireprogramexecution. For thosebranch
instructionswe recordthe branchtaken/not-taken sequencein the
branchproÞle (as mentionedabove), and replay this branchse-
quencein themutantat run time.Wereferto this transformationas
enforcedcontrol ßow(ECF). ECFis illustratedin Figure4 through
a codesnippet,a basicblock from the crafty benchmark.We en-
force the taken/not-taken behavior for the conditionalbranchby
loadingthebranchsequencefrom memory, shift left thebranchse-
quence,andstoreit backto memory;thesignbit thendetermines
thebranchdirection,seeinstructions(4) through(7) in Figure4(b).
An importantbeneÞtof ECF is that it increasesthenumberof in-
structionseligible for codemutation.For example, in Figure4, the
instructions(1) through(3) aremutatedbecauseof not having to
retain theseinstructionsin the slice leadingup to the conditional
branch.

Figure5 quantiÞesfor what fraction of branchesin the static
binary we can apply ECF Ñ we will describethe experimental
setuplater in Section4. We can apply ECF to about18% of the
branches.Togetherwith the on average54% of the branchesthat

(a)original application:beforeECF

(1) and %edx,%eax
(2) mov 0x154(%esp),%ebx
(3) mov %eax,0x150(%esp)
(4) or 0x150(%esp),%ebx
(5) jne 0x807026f

(b) benchmarkmutant:afterECF

(1) xor %ebx,%eax
(2) mov 0x154(%esp),%ecx
(3) mov %ebx,0x150(%esp)
(4) mov 0x80637e9,%ecx
(5) shl %ecx
(6) mov %ecx,0x80637e9
(7) js 0x80639f6

Figure 4. Examplebasic block from crafty illustrating the En-
forcedControlFlow approach:(a)beforeECF, (b) afterECF.

arealwaystakenor not-taken,this meansthatwe needto compute
slicesfor only 28%of thebranchesonaverage.

3. Quantifying Mutation Efficacy

Therearetwo issueswhenquantifyingtheefÞcacy of codemuta-
tion. The Þrstoneconcernswith how well the performancechar-
acteristicsof the proprietaryapplicationarepreserved in the mu-
tant.This is straightforward to do: this canbe doneby comparing
performancenumbersof themutantagainsttheproprietaryapplica-
tion acrossanumberof microarchitecturesandhardwareplatforms.
Thesecondissueis muchmorechallengingandconcernswith how
well thefunctionalmeaningof theproprietaryapplicationis hidden
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Figure 5. Fraction branchesin the binary (i) with constant
taken/not-takendirection,(ii) thataresubjectto ECF, and(iii) that
aresubjectto slicing.

by the mutant.An industryvendorwill only releasea proprietary
applicationas a benchmarkmutantbasedon a thoroughefÞcacy
evaluation.Thissectiondiscussesmetricsfor quantifying how well
thefunctionalmeaningof aproprietaryapplicationis hiddenby the
mutant.

Thereexistsavastbodyof work onsoftwarecomplexity metrics
which typically countvarioustextual propertiesof thesourcecode
into a complexity measure.Codeobfuscationusessomeof those
metricsto quantify theefÞcacy of codetransformations[4]. These
metricsrelateto codesize,dataßow complexity, controlßow com-
plexity, datastructurecomplexity, etc.Thesemetricsonly partially
achievewhatwewantamutationefÞcacy metricto measure.Recall
thattheaimof codeobfuscationis to complicatetheunderstanding
of theproprietaryapplication, however, theobfuscatedprogramis
still functionallyequivalentto theoriginal application.This means
thattheobfuscatedprogrampreservesthesemanticsof theoriginal
application,and,intuitively speaking,still containsthesameÔinfor-
mationÕastheoriginal applicationÑ codeobfuscationjust makes
it harderto grasptheproprietaryÔinformationÕ.Codemutation goes
onestepfurther in the sensethat a mutantremovesÔinformationÕ
from theproprietaryapplicationthroughbinary rewriting, i.e., the
mutantis no longer functionally equivalent to the proprietary ap-
plication.

Theseconsiderationscall for metricsspeciÞcallytargetedto-
wardsquantifying how well codemutationhidesthe proprietary
application.We thereforedevelopa setof metricsto quantifymu-
tation efÞcacy. The Þrst threemetricscount instructionsthat are
mutated,i.e., thefractioninstructionsthatappearin adifferentfor-
matin themutantthanin theproprietaryapplication.Thenext two
countthenumberof datadependenciesthatarebroken in themu-
tant with respectto the proprietaryapplicationÑ hiding datade-
pendenciesandintroducingartiÞcialdatadependenciescomplicate
theunderstandingof themutant.In thiswork,whenreportingthese
metrics,we only reportaboutthe application,not the librariesÑ
thereasonis to stresscodemutationin theevaluationbecausemost
library codeis only infrequentlyexecuted(if at all).

Static Instruction Ratio (SIR): TheSIRcomputestheratioof the
numberof instructionsin thebinarythataremutatedto thetotal
numberof instructionsin thebinary.

Instruction Ratio (IR): TheIR computestheratio of thenumber
of instructionsin the binary that aremutatedandexecutedat
leastonce,relative to the numberof instructionsin the binary
thatareexecutedat leastonce.

Weighted Instruction Ratio (WIR): TheWIR computestheratio
of the numberof instructionsthat aremutated,weightedwith
their executionfrequency relative to the total dynamicinstruc-
tion count.In otherwords,theWIR computesthefractionmu-

suite benchmark input cnt(M)

SPECCPU2000

bzip2 lgred.source 1,417
crafty lgred 940
gap lgred 50
gzip smred.log 452
mcf lgred 87
parser lgred 288
twolf lgred 781
vpr small.arch 214

MiBench

bitcount 1125000 713
susan large 754
qsort large 371
jpeg large 85
blowÞsh large 973
sha large 230
fft 8 32768 298
dijkstra large 281

Table 1. Benchmarksusedin thisstudyalongwith their inputsand
dynamicinstructioncounts(in millions).

tatedinstructionsexecutedrelative to the dynamicinstruction
count.

Dependence Ratio (DR): The DR metric computesthe fraction
inter-operationdatadependencies that appearat leastonceat
run timeandthatarebroken.

Weighted Dependence Ratio (WDR): The WDR metric weighs
the DR metric with the execution frequency for eachof the
dependencies.

TheSIR is ametricthatquantiÞestheefÞcacy of codemutation
for makingstatic reverseengineeringhard,i.e., reverseengineer-
ing of the proprietaryapplicationby inspectingthe binary of the
benchmarkmutant.Theotherfour metricsquantifytheefÞcacy for
makingdynamicreverseengineeringhard,i.e.,reverseengineering
by inspectingthedynamicexecutionof themutant.

4. Experimental Setup

In our evaluationwe considera numberof general-purposeSPEC
CPU2000benchmarksas well as a numberof benchmarks from
theembeddedMiBenchbenchmarksuite[10]. Thebenchmarksare
tabulatedin Table1 alongwith their inputsanddynamicinstruction
counts.For theSPECCPU2000benchmarks,we useMinneSPEC
inputsin orderto limit thesimulationtimeof completebenchmark
executions1. For MiBench,we considerthelargestinput available.
All the benchmarksarecompiledon an x86 platform (Intel Pen-
tium 4 runningLinux) usingthegcc compilerversion3.2.2with
optimizationlevel -O3; all binariesarestaticallycompiled.

ThebaselineprocessorconÞgurationis tabulatedin Table2.We
model a 4-wide superscalarout-of-orderprocessorwith a three-
level cachehierarchy. ThesimulationsaredoneusingPTLsim[30],
anexecution-drivenx86superscalarprocessorsimulator.

Wealsoproviderealhardwareperformanceresultsandconsider
threeIntel Pentium4 machines.Thesemachinesdiffer in termsof
their clock frequency, microarchitecture,memoryhierarchy, and
implementationtechnology;seeTable 3 for the most signiÞcant
differences.

1 We were unableto include all the SPECCPU2000integer benchmarks
becauseof difÞcultiesin interoperatingthevarioustools (PIN, Diablo and
PTLsim)in ourexperimentalsetup.



ROB 128entries
loadqueue 48entries
storequeue 32entries
issuequeues 4 16-entryissuequeues
processorwidth 4 wide fetch,decode,dispatch,issue,commit
latencies load(2), mul (3), div (20)
L1 I-cache 16KB 4-wayset-assoc,1 cycle
L1 D-cache 16KB 4-wayset-assoc,1 cycle
L2 cache uniÞed,128KB16-wayset-assoc,6 cycles
L3 cache uniÞed,1MB 16-wayset-assoc,20cycles
mainmemory 250cycleaccesstime
branchpredictor hybrid bimodal/gsharepredictor
frontendpipeline 8 stages

Table 2. Baselineprocessormodelassumedin oursimulations.

processor generation freq L2 size MEM size
machine1 Northwood 2.0GHz 512KB 1 GB
machine2 Northwood 2.8GHz 512KB 2 GB
machine3 Prescott 3.0GHz 1 MB 1 GB

Table 3. TheIntel Pentium4 machinesconsideredin oursetup.
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Figure 6. Quantifying the efÞcacy of benchmarkmutationusing
theSIRmetric.

5. Evaluation

We now evaluatetheproposedcodemutationapproaches:(i) MA-
CFO (memoryaccessand control ßow operationslicing) aiming
at preservingthe memory accessand control ßow behavior in
the mutant, (ii) CFO (control ßow operationslicing) aiming at
preservingonly the control ßow behavior in the mutant,and(iii)
CFO plus ECF (CFO plus enforcedcontrol ßow of infrequent
branches).We evaluatetheefÞcacy of theseapproachesalongtwo
dimensions:their ability to hide functional semantics,and their
ability to preserve the performancecharacteristicsin the mutant
with respectto theproprietaryapplication.

5.1 Hiding functional semantics

SIR. Figure6 quantiÞestheSIRmetric,or thefractionof theap-
plicationbinarythatcanbemutated,whichis anindicationfor how
well binary mutationprotectsagainst static reverseengineering.
Thereare four barsin this graph.The Þrstbar quantiÞesthe SIR
metric by overwriting unexecutedcode.On average,this results
in a 44% SIR metric. The next threebars quantify the SIR met-
ric for MA-CFO, CFO, andCFO plus ECF code mutation;these
approachesachieve a SIR metric of 56%, 60% and62%, respec-
tively. CFOachievesa higherSIR scorethanMA-CFO, and CFO
plusECF achievesahigherSIRscorethanCFO.Thereasonis that
fewer slicesneedto be computedwhich increasesthe numberof
instructionseligible for codemutation.Therelative increaseis lim-
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Figure 7. Quantifying the efÞcacy of benchmarkmutationusing
theIR metric.
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Figure 8. Quantifying the efÞcacy of benchmarkmutationusing
theWIR metric.

itedthough:weexpectedthattheSIRmetricwouldbemuchhigher
for CFOcomparedto MA-CFO. However, the relatively small in-
creaseseemsto suggestthat thereis signiÞcantoverlap between
the slicesof memoryaccessesand the slicesof control ßow op-
erations.Not computingmemoryaccessslicesdoesnot reveal that
many additionalinstructionseligiblefor codemutation.Putanother
way, by striving at preservinga programÕs control ßow behavior,
we alsopreserve mostof thememoryaccessbehavior. Anotherin-
terestingnoteis thattheachievableSIR is benchmarkspeciÞc,and
for somebenchmarksmorethan90%of theapplicationbinarycan
bemutated,seefor examplegap, susan andqsort. Thehigh SIR
scorefor susan andqsort correlateswell with the small number
of branchessubjectto slicing, seeFigure5. For otherbenchmarks
though,the small numberof branchessubjectto slicing doesnot
translateinto a high SIR score,seefor examplebzip2: a small
numberof control ßow slicescover a large fraction of the entire
programcode.

IR and WIR. Figures7 and8 reportsimilar resultsfor theIR and
WIR metrics,which aremeasuresfor how well thecodemutation
protectsagainst dynamicreverseengenieering. The IR and WIR
metricshavelowervaluesthantheSIRmetric:averageIR andWIR
scoresof 36%and20%,respectively, comparedto theaverage62%
SIR scorefor CFOplusECFcodemutation. Also, theWIR metric
is typically lower than the IR. This suggeststhat codemutation
primarily mutatescodein lessfrequentlyexecutedcoderegions.
The susan benchmarkis an extremeexamplewhich hasan SIR
metricof 95%,anIR metricof 43%anda WIR metricof 8%.For
otherbenchmarkson theotherhand,suchasqsort, codemutation
mutatesfrequentlyexecutedcode,andachievesaWIR score(53%)
thatis higherthanits IR score(38%).

DR and WDR. Figures9 and10show theDR andWDR metrics,
respectively. TheaverageDR andWDR metricscoresare29%and
16%,respectively, andgoesup to 40%and35%,respectively. This
resultshows that a substantialfraction of the at run-timeexposed
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Figure 9. Quantifying the efÞcacy of benchmarkmutationusing
theDR metric.
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Figure 10. QuantifyingtheefÞcacy of benchmarkmutationusing
theWDR metric.

datadependenciesarebroken throughcodemutation,which will
complicatereverseengineering.

5.2 Preserving performance characteristics

We now evaluatehow well the mutantpreservesthe performance
characteristicsof theoriginalapplication.Wedothis in threesteps.
We Þrst considerour baselinesimulatedprocessorconÞguration,
andsubsequentlyevaluatehow well themutanttrackstheoriginal
applicationacrossa microarchitecturedesignspace.Finally, we
considerthreerealhardwareplatforms.

Simulation results. Figure11quantiÞestheexecutiontimedevi-
ation for themutant comparedto theoriginal application.Theav-
erage(absolute)performancedeviationequals0.7%,1% and1.2%
for MA-CFO, CO,andCFOplusECF, respectively. Themaximum
performancedeviation is limited to 6%,seeqsort which is alsothe
benchmarkwith thehighestWIR andWDR metricvalues.

Microarchitecture design space. We alsoevaluatedcodemuta-
tion acrossa microarchitecturedesignspacein which we vary the
processorwidth and cachehierarchy. We vary the width from 2
up to 8, and considerfour (L1/L2/L3) cache hierarchies:conÞg
1: 8KB, 64KB, 512KB; conÞg2: 16KB, 128KB, 1MB; conÞg3:
32KB,256KB,2MB; andconÞg4: 64KB,512KB,4MB. Theaver-
agedeviationacrossthisdesignspaceequals0.8%,1.3%and1.4%
for MA-CFO, CFO,andCFOplusECF, respectively. Figure12 il-
lustratesthis further: normalizedexecutiontime is shown across
thefour cachehierarchy conÞgurationsfor a four-widesuperscalar
processor. The mutanttracksthe performancesensitivities across
thememoryhierarchy verywell.

Real hardware results. Theresultspresentedsofar areobtained
from simulation.Figures13 and 14 show resultsobtainedfrom
real hardware measurementson threeIntel Pentium 4 machines,
seeTable3. Figure13 quantiÞestheperformancedeviation of the
mutantwith respectto theoriginalapplicationon thePrescottIntel
Pentium4(machine3).Theexecutiontimedeviationis small:1.4%
onaverage;themaximumdeviation6%is observedfor qsort.

-8%

-6%

-4%

-2%

0%

2%

4%

6%

8%

b
z
ip

2

c
ra

ft
y

g
a
p

g
z
ip

m
c
f

p
a
rs

e
r

tw
o
lf

v
p
r

b
it
c
o
u
n
t

s
u
s
a
n

q
s
o
rt

jp
e
g

b
lo

w
fi
s
h

s
h
a

ff
t

d
ij
k
s
tr

a

a
v
g

e
x
e
c
u
ti
o
n
 t

im
e
 d

e
v
ia

ti
o
n

 MA-CFO 

 CFO 

 CFO + ECF

Figure 11. Execution time deviation for the mutant against the
original applicationfor thebaselineprocessorconÞguration.
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Figure 12. Normalizedexecutiontime for theoriginal application
(topgraph)andits mutantassumingCFOplusECF(bottomgraph)
acrossfour cachehierarchy conÞgurationsfor a four-wide super-
scalarprocessor.

Figure 14 shows normalizedexecutiontimes acrossthe three
Intel Pentium4 machinesfor the original applicationsare their
mutants;the resultsare normalized to the execution time of the
original applicationon machine3. Theseresults show that the
mutantstrack the relative performancedifferencesof the original
applicationverywell acrossthedifferenthardwareplatforms.

6. Related Work

Statisticalsimulation [8, 20, 21] collectsprogramcharacteristics
from a programexecutionandsubsequentlygeneratesa synthetic
tracefrom it which is thensimulatedon a simple,statisticaltrace-
driven processorsimulator. The importantadvantageof statistical
simulationis thatthedynamicinstructioncountof asynthetictrace
is several ordersof magnitudesmallerthan for todayÕs industry-
standardbenchmarks,makingit a usefulsimulationspeeduptech-
nique for quickly identifying a region of interestin a large mi-
croprocessordesignspace.Becausethe synthetictrace is gener-
atedfrom characteristics,it is very hard to reveal the functional
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Figure 13. Executiontimedeviation for amutant(CFOplusECF)
againstits original applicationfor Ômachine3Õ,a 3.0GHz Prescott
Intel Pentium4 machine.
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Figure 14. Normalized execution time for three real hardware
platformsfor the original application(top graph)and the mutant
assumingCFOplusECF(bottomgraph);theresultsarenormalized
to theexecutiontime of theoriginal application onmachine3.

semanticsof theproprietaryapplicationfrom asynthetictrace.The
limitation of statisticalsimulation as a benchmarkmutation ap-
proachthoughis that the synthetictracecannotbe simulatedon
anexecution-drivensimulatoror realhardware.

SyntheticbenchmarkssuchasWhetstone[6] andDhrystone[27]
are manuallycraftedbenchmarksthat aimedat representingreal
workloads.Manually building benchmarksthoughis both tedious
andtime-consuming.Therefore,recentwork proposedautomated
syntheticbenchmarkgeneration[2, 13, 15] which builds on the
statisticalsimulation approachbut generatesa syntheticbench-
markratherthanasynthetictrace.Syntheticbenchmarkgeneration
is a bottom-upapproachwhereascodemutationis a top-down ap-
proach,asdiscussedbefore.

Hosteet al. [12] take a different approachfor estimatingthe
performanceof a (proprietary)applicationof interest.They pro-
poseto characterizetheapplicationof interest,andcompareits be-
havioral characteristicsagainst thoseof a well known benchmark
suite,suchasSPECCPU. The performanceof the applicationof
interestis thenestimatedby weighting the performancenumbers
of thebenchmarksproportionalto their similarity with theapplica-
tion of interest.This approachdoesnot needto distribute thepro-
prietaryapplication, but builds on the implicit assumptionthat the
applicationof interestis similar to (someof) thebenchmarksin the
benchmarksuite.

Sampledsimulationtheory [5, 14, 22, 23, 29] selects a num-
berof representativesamplesfrom thedynamicinstructionstream.
Simulatingthesesamplesinsteadof thecompletedynamicinstruc-
tion streamyieldssimulation speedupsof severalordersof magni-
tude.Althoughhaving only samplesto analyzewill complicatethe
understandingthe functionalsemanticsof theproprietaryapplica-
tion, it may still reveal sensitive information, i.e., if the sampled
traceis representative for theentireprogramexecution,it will most
likely revealvaluableinformation.

7. Summary and Future Work

Summary. This paperpresentedcodemutation,a novel method-
ology for deriving benchmarksfrom proprietaryapplicationsby
hiding functionalsemanticswhile preservingperformancecharac-
teristics.Codemutationwill bemostusefulfor companiesthat of-
fer (in-housebuilt) servicesto remotecustomers.Suchcompanies
are reluctant to distribute their proprietarysoftware.As an alter-
native, they canusemutatedbenchmarksasproxiesfor their pro-
prietarysoftware.Themutatedbenchmarkscanhelpdrive perfor-
manceevaluationby third partiesaswell asguidepurchasingdeci-
sionsof hardwareinfrastructure.

The bestperformingcodemutationapproachproposedin this
papercomputescontrol ßow slicesfor frequentlyexecuted,non-
constantbranches;and mutatesinstructionsthat are not part of
any of theseslices.The slicesare trimmed using constantvalue
proÞles.Ourresultsobtainedfor aselectionof SPEC CPU2000and
MiBench benchmarksreport that up to 90% of the binary canbe
mutated,upto 50%of thedynamicexecutedinstructions,andupto
35%of theat run time exposedinter-operation datadependencies.

Future work. Webelieve that codemutationis apromisingtech-
nique for dispersingproprietaryapplicationsas benchmarks,and
therearevarious future researchavenuesto beexplored.First, fu-
turework couldfurther improve theinformationhiding in themu-
tantby employing novel andmoreaggressiveprogramanalysesand
transformations.Onepotentialdirectioncould be to exploit semi-
invariantprogrambehavior (next to invariantor constantprogram
behavior) in orderto mutatean even larger fraction of the propri-
etaryapplication.

Second,ourcurrentframework mutatestheproprietaryapplica-
tion at thebinarycodelevel. An alternativeapproachwouldmutate
theapplicationat an intermediatecodelevel or evenat thesource
codelevel, sothatthemutantcanbecompiledand optimizedfor a
particularISA of interest.This would broadentheapplicabilityof
themutantsto compiler andcodegenerationresearchanddevelop-
ment.

Third, theexecutiontime of a mutantis very similar to theexe-
cutiontimeof theoriginalproprietaryapplication,onpurpose.This
is a viable solutionfor real hardwareperformanceevaluation,but
for simulationpurposesonemaywantto haveshorterrunningmu-
tants.An interestingresearchchallengethus is to reducethe dy-
namicinstructioncountof themutantwhile preservingtheperfor-
mancecharacteristicsof theproprietaryapplication.

Finally, extendingthecodemutationconceptto multi-threaded
workloadsas well as applicationswritten in type-safemanaged
languages(suchasJava andC#) is alsopart of our future work.
We believe that both are possibleÑ the generalconceptof code
mutationappliesto theseworkloadsaswell while posinganumber
of additionalconstraints.In particular, multi-threadedworkloads
incur an additionalconstraintin that accessesto sharedmemory
shouldbe preserved in the mutatedbenchmarkin orderto exhibit
similar inter-threadcommunicationin themutantasin theoriginal
application.As such,sliceswill needto be computedfor shared
memoryaccesses,andinstructionsappearingin theseslicesshould
not beoverwrittenthroughcodemutation.For type-safemanaged



languages,code mutation will be restrictedby type safety, i.e.,
an operationcanonly be overwrittenby anotheroperationif both
operateon thesametype.
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