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Abstract

Industry vendos hesitateto disseminatgroprietary applications
to academiaand third party vendos. By consequencehe bend-
marking processis typically driven by standadized,open-soute
bendmarkswhich maybeverydifferentfromandlikely notrepre-
sentativeof thereal-life applicationsof interest.

Thispaperproposesodemutation,a novel techniquethat mu-
tatesa proprietary applicationto complicatereverse engineering
sothatit canbedistributedas a bendimark. Thebendimark mu-
tantthenservesasa proxyfor the proprietaryapplication. Thekey
ideain theproposedtodemutationapproad is to preservehepro-
prietary application®dynamicmemoryaccessand/or contol Row
behaviorin thebenhmarkmutantwhile mutatingtherestof theap-
plication code To this end,we computeprogramslicesfor memory
accesopemtionsand/or control Bowopemationstrimmedthrough
constantvalue and branch probles;and subsequentlynutatethe
instructionsnotappeaing in theseslicesthroughbinary rewriting.

Our experimentalresultsusing SPECCPU2000and MiBent
bendmarksshowthat codemutationis a promising techniquethat
mutatesup to 90% of the static binary, up to 50% of the dynam-
ically executednstructions,and up to 35% of the at run time ex-
posedinter-operation data dependenciesThe performancechar-
acteristicsof the mutantare verysimilar to thoseof the proprietary
application acrossa wide range of microarchitectues and hard-
ware implementations.

Categories and Subject Descriptors C. ComputerSystemsOrga-
nization[C.4 Performance of Systemjs MeasuremenTechniques,
Modeling Techniques

General Terms ExperimentationMeasuremen®erformance

Keywords BenchmarlkGenerationCodeMutation

1. Introduction

Benchmarkingds thekey tool for assessingomputesystenperfor
mance Researcherandcomputerengineergjuantify performance
by running a set of benchmarksand by timing the benchmarks®
executiontimes. One use of benchmarkings to compae design
alternatvesduringresearclor development Anotheruseof bench-
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markingis to comparecomputersystemsfor guiding purchasing
decisionsln orderto enablea fair evaluationof computersystem
performancegrganizatioms suchasEEMBC, TPCandSPECstan-
dardizethebenchmarkingrocessandfor this purposetheseorga-

nizationsprovide industry-standardbenchmarksuites.For exam-

ple, SPECprovidesthe CPU benchmarksuite for evaluatingthe

performancenf general-purposprocessors.

Theseindustry-standartéenchmarksretypically derivedfrom
open-sourc@rogramg11]. Thepitfall andlimitation thoughis that
theseopen-sotce benchmarksnay not be representatie of real-
life applicationsandmay be very differentfrom the application(s)
of interest.An alternatve would be to usereal-life applications of
interest.Unfortunately real-life applicationsarevery often propri-
etary andindustry hesitatego sharethemwith academiaor third
partyvendorshecausef intellectualpropertyissies.Nevertheless,
it would bein theindustry@interestto beableto distributereal-life
proprietaryapplicationssothatthe computersystens aredesigned
to provide goodperformancédor theseapgications.

This paperproposesodemutatian, a novel techniquethat ad-
dresseshe concernof distributing proprietaryapplicationsto third
parties.Codemutationbrstproblesthe executionof a proprietary
applicationof interestto collectavarietyof propertiesn aso-called
execution proble. This execution probleis then usedfor binary
rewriting the proprietaryapplicationinto abenchmarkmutant.The
mutantfeatureswo key propertiesyi) the functionalsemanticof
the proprietaryapplicationcannotbe revealed or, atleast,arevery
hardto reveal throughreverseengineeringon the mutant,and (ii)
theperformanceharacteristicef themutantresemblehoseof the
proprietaryapplicationvery well sothatthe mutantcansere asa
proxy for the proprietaryapplicationduring benchmarkingxperi-
ments.

In this paper we make the following contibutions:

¢ We proposecodemutation,a novel methodologyfor construct-
ing benchmarkghat hide the functional semanticsof propri-
etaryapplicationawvhile exhibiting similar performanceharac-
teristics.

¢ We explore a numberof approaches$o code mutationat the
binary codelevel. Theseapproachediffer in theway they pre-
sene the proprietaryapplication&memoryaccessand control
Row behaior in themutant.

¢ We proposevariousmetricsfor quantifyingthe efbcag of code
mutationin termsof how well the mutanthidesthe functional
meaningof the proprietaryapplication.

¢ We demonstratehat the mutantsgenerateds proxiesfor the
SPECCPU2000andMiBenchbenchmarkside the functional
meaningwell, i.e., a mutantmutatesup to 90% of the instruc-
tions in the applicationbinary, mutatesup to 50% of the in-



structionsin the dynamicinstructionstream andmutatesup to
35% of the at run-time exposeddatadependenciesThesemu-
tationscomgicate reverseengineeringusingboth the staticbi-
naryaswell asthe dynamicinstructionstream.In addition,we
shaw thatthe performancesharacteristicby the mutantscorre-
late very well with the performancecharacteristicof the pro-
prietary applicationacrossa variety of microarchitecturesind
hardwareimplementations.

Codemutationhasthe potentialto becomea way of develop-
ing benchmarkshatcanbe sharecamongthird partyindustryven-
dors,aswell asbetweenindustryandacademiaThis would make
thebenchmarkingrocessn industrybothmoreaccurateandmore
straightforvard N no moreneedto usepublishedSPECnhumbers
for doing a competitors@nalysisfor driving purchasinglecisions
becaus¢hebenchmarkingganbedoneusingamutant.At thesame
time it would make performancevaluationin academiamorereal-
istic. Insteadof driving researctbasedon the performanceesults
obtainedusing SPECCPU for example,a representatie bench-
markmutantmay provide morerealisticperfaomanceassessments,
which may eventuallyleadto morefruitful researchdirections.In
addition,developingbenchmarkss bothhardandtime-consuming
to doin academig24], for which codemutationmaybea solution.

2. Code Mutation
2.1 Design options

Thereareanumberof high-level designoptionsthatneedo becho-
senwhenbuilding a codemutationframevork. Before describing
our framework in greatdetail, we Prstmotivateour designchoices.

Trace mutation versus benchmark mutation. A Prstdesignop-
tion is to distribute a mutantin the form of a trace or a bench-
mark.A trace,or asequencef dynamicallyexecutednstructions,
is harderto reverseengineerthan a benchmarkTechniqueshor
rowedfrom stdistical simulation[8, 20, 21] to probabilisticallyin-
stantiateprogramcharacteristicén a synthetictrace,or coalescing
representate tracefragmentq5, 14, 22, 23, 29] could be usedto
mutatethe original traceso thatthe functionalmeaningis hidden.
A majorlimitation for atracemutantthouch is thatit cannotbe ex-
ecutedon execution-drven simulatorsor real hardware.We there-
fore chooseo createbenchmarkmutantsinsteadof tracemutants.

Input to be provided versus built-in input. A secorl designop-
tion is to mutatethe proprietaryapplicationso that the resulting
mutantcanstill take its input at run time, or to interminglethein-

put with the applicationwhencreatingthe mutant.We choosefor

the latter option for threereasons(i) interminglingthe input and
theapplicationenablesnoreaggressie codemutationsfii) it does
not requireto distribute a potentially proprietaryinput; and (iii) it

preventsa maliciousindividual to try reverseengineerthe propri-
etaryapplicationby applyingdifferentinputs to the mutant.

Binary level versus source code level mutation. Benchmarkmu-
tation can be appliedat the programsourcecode level or at the
binary level. Sourcecodelevel mutationhasthe advantageof be-
ing easierto port acrossplatforms,andit enabledistributing mu-
tantsfor compilerresearctand developmentMaking surethough
thatthe performancecharacteristicef the mutantcorresponadvell
to thoseof the proprietaryapplicationis far from trivial because
thecompilermayaffectthe performanceharacteristicglifferently
for the mutantthanfor the proprietaryapplication,up to the point
wherethe mutantcanno longersene asa proxy. The latter argu-
mentmadeus choosefor benchmarkmutationat the binary level:
it is easierto maintainthe proprietaryapplication€behaioral ex-
ecutionchaacteristican the mutantwhenapplyingcodemutation
atthebinarylevel.

Existing program obfuscation techniques. Codeobfuscatior|4]
is a growing researchopic of interestwhich corvertsa program
into anequivalentprogramthatis moredifpcultto understanénd
reverseengineerBenchmarknutationhassomepropertiesn com-
mon with code obfuscationhowever, thereare two fundamental
differences First, code obfuscationrequiresthat the obfuscated
programversionis functionally equivalentto theoriginal program,
andproduceshesameoutput.A mutantonthe otherhanddoesnot
requireto befunctionallyequivalent,andmayevenproducemean-
inglessoutput. Seconda mutantshouldexhibit similar behaioral
characteristicas the proprietaryapplication.An obfuscatedpro-
gramversionontheotherhanddoesnot have thisrequirementand
asamatterof fact, mary codeobfuscatiortransformationghange
the behaioral executioncharacteristis throughcontrol Row and
datal3ow transformationandby consequenciatroducesignibcant
runtime overheadsseefor example[9]. Thesedifferenceall for a
completelydifferentappro@h for codemutationcomparedo code
obfuscation.

Bottom-up versus top-down benchmark mutation. Recentwork
on synthetichenchmarkgeneration[2, 15] extractsa numberof
program characteristicsfrom a program execution, and subse-
quently generates syntheticbenchmarkfrom it. Although both
syntheticbenchmarlgeneratiorandcodemutationsene the same
goalwhichis to distribute proprietaryapplicationsasbenchmarks,
they expose different researchchallenges.Synthetic benchmark
generationis a bottom-upapproachfor which the researchchal-
lengeis to identify thekey programcharacteristicthatwhenmod-
eledin the syntheticbhenchmarkresemblehe original application
well. Code mutationon the other hand,is a top-davn approach
thatstartsfrom the proprietaryapplicationandmutatests codeto
hideits functionalmeaning Theadwantageof syntheticbenchmark
generationis that hiding functional meaningis easier whereas
codemutationeasesachieving the goal of preservingthe beha-
ioral characteristicef the proprietaryworkload.

2.2 Framework

Figurel illustratesthe generaframevork for codemutation.As a
brststep,we probletheproprietaryprogramexecution,i.e., we run
the proprietaryapplicationalong with a proprietaryinput within
aninstrunentationframevork for collectinga so-calledexecution
proble This executionprobleis thenusedin asecondstepto trans-
form the applicationcodeinto a mutantthroughbinary rewriting.
The mutantcanthenbedistributedto third partiesfor benchmark-
ing purposes.

2.2.1 General idea

The challengeat handis to transform a proprietaryprogramso
thatthe functionalmeaningis hiddenwhile preservirg the beha-
ioral executioncharacteristic®f the proprietaryapplicationin the
mutant. We startedfrom the obsenration [16] that performance
on contemporarysuperscalaprocessorgs primarily determined
by missevents,i.e., branchmispredictionsand cachemissesand
to a lesserextent by inter-operationdependencieand instruction
types;inter-operationdependencieand instruction execution la-
tenciesaretypically hiddenby superscalainstructionprocessing.
This obsenation suggestshatthe mutant,in orderto exhibit sim-
ilar behaioral characteristicasthe proprietaryworkload, should
mimick the branchandmemoryaccesdehaior well without wor-
rying too muchabou inter-operationdependencieandinstruction
types.In orderto do so, we determire all operationsthat affect
the program&branch and/ormemoryaccesdehavior; we do this
throughdynanic programslicing which will be explainedlaterin
Section2.2.3. We retain the operationsappearingn theseslices
unchangedn the mutant,andall otheroperationsn the program



proprietary proprietary
application input

N ¥

profiling through
binary

instrumentation

execution
profile

analysis and
binary rewriting

mutant

/ i/ \<‘ait distribution

industry
vendor A

industry

academia
vendor B

Figure 1. Thecodemutationframenork.

canbe overwrittento hide the proprietaryappication®functional
meaning.

We now discussthe variousstepsin our framework: collecting
the executionproble programanalysisand binary rewriting.

2.2.2 Collecting the execution profile

The execution proble consistsof three main programexecution
properties{(i) the inter-operationdependeng proble,(ii) the con-
stantvalueproble,and(iii) thebranchproble. Theexecutionproble
will beusedin the next stepby the slicing algorithmfor determin-
ing which operationsaffect the branchand/ormemoryaccesde-
havior.

Inter-operation dependency profile. The inter-operationdepen-
deng problecaptureshe datadependenciebetweeninstructions.
Specibcallyit computegheread-afteiwrite (RAW) dependencies
betweerinstructionghroughbothregistersandmemory Theinter
operationrdependengproblethenenurreratesall the staticinstruc-
tions that a static instructiondependsaupon (at leastonce)at run
time.

For example, considerthe example given in Figure 2, where
instruction(d) consumesegistersr3 andr6; instruction(a) pro-
ducesr 3, ard bothinstructions(b) and(c) producers. If it turns
out thatthe pathshavn throughthetick blackline (A-B-D) is al-
waysexecuted,.e., basicblock C is never executed thenonly in-
structiong(a) and(b) will appeaiin theinteroperationrdependeng
problefor instruction(d). Instruction(c) will notappeaitin thede-
pendenyg problebecauséasicblock C is never executedin this
particularexecutionof the program.If, in cortrast,basicblock C
would beexecutedatleastonce then(a), (b) and(c) will appeain
thedependengproblefor instruction(d).

Constant value profile. For each static instruction we proble
whetherthe registervaluesthatit consumesndthe registervalue
thatit producesare constanibover the entire programexecution.In
otherwords,for eachinstruction,we keeptrackof theregisterval-

| |

(a) add rl,r2 -> r3

e

(b) add r4,r5 -> r6

D
(d) add r3,r6 -> r3

Figure 2. An exampleillustratingthe inter-operationdependeng
proble.

(c) sub r4,r5 -> ré6

uesit consunesandproducesandstorethe constanwalueregister
operandsn the executionproble.

Valuelocality [17], valueproblirg [3], andits applicationshave
receved researchinterestover the pastdecade.Various authors
have reportedthat a substatial fraction of all variablesproduced
by a programat run time is invariant, seefor example[3]. There
areseveral waysof leveraginginvariant(andsemi-irvariantor pre-
dictable)datavaluessuchashardwarevalue prediction,codespe-
cialization,partial evaluation,andadaptve anddynamicoptimiza-
tion. We will usethe constantvalue problesto trim the program
slicesaswe will explainin Section2.2.3.

Branch profile. Thebranchproblecapturesa numberof probles
concerninga programg&xontrol Row behaior:

¢ \We storethe branchdirectionin casea conditionalbranchis
alwaystakenor alwaysnot-talen.

¢ We store the brand target in casean indirect jump always
branchedo the sametargetaddress.

¢ In caseof an unconditionaljump, we determinea condition
Ragthatis corstantatthejump point acrossghe entireprogram
execution.

e And bnally, we also capture the taken/rot-taken sequence
for infrequently executedconditionalbranchespr in casethe
branchis executedessthan32times duringthe entireprogram
execution.

The executionproble can be collectedthrough binary instru-
mentationsuchas ATOM [25] or PIN [18]. We usePIN in our
framevork. DynamicbinaryinstrumentationusingPIN addsinstru-
mentationcodeto the applicationcodeasit runsthat measureshe
programexecutionpropertief interest.

Non-deterministicsystemcalls complicatethe computationof
the constantvalue and branchprobles:a variablein oneprogram
run may have a differentvalue in anotherprogramrun with the
sameinput. We take a pragmaticsolution and run eachprogram
multiple timesandthen subsequentlgomputethe constantvalue
problesacrossheseprogramruns.A moreelegantsolutionmaybe
to record/replaysystemeffectsasdonein pinSEL[19].



2.2.3 Program analysis

We usethe executionprobleto computethe operationghat affect
the branchand memoryaccesdehaior of a program execution.
Computingtheseoperationgs donethroudh programslicing.

Program slicing. As alludedto before, we use program slic-
ing [26, 28], a powerful techniquefor tracking chainsof depen-
denciedetweeroperationsn aprogram.Progamslicing is found
usefulfor variouspurposedn software development,testingand
detugging,aswell asin optimizing performancehroughidentify-
ing critical operationg32]. A programslice consistof theinstruc-
tionsthat(potentially)affect the valuescomputedat somepoint of
interestin the programexecution,referredto asthe slicing crite-
rion. In this work we considerbadkward slices,or the sequencef
instructiondeadingto the slicing criterion. The backwardslice, or
slicefor short,canbecomputedhroughabackwardtraversalof the
programstartingattheslicing criterion. An importantdistinctionis
to be madebetweenra staticanda dynamicslice. The former does
not make ary assumptionsboutthe program€input whereaghe
latterrelieson a specibdestcase.

Our framework uses dynamicslicing becauseve have a spe-
cibc proprietaryinput available, and becausedynamicslicesare
typically thinner, i.e., containfewer instructions thanstaticslices.
This enablesisto moreaggressiely apply codemutation.We use
animprecisedynamicslicing algorithmbecausef the high com-
putationalcompleity bothin time and spaceof precisedynamic
slicing [31], especiallyfor computingmary slicesfor long-running
applicationsTheslicesproducedhroughimpreciseslicing areless
accurateghanthroughpreciseslicing, neverthelessthey areconser
vative meaningthat they are a supersebf preciseslices.We use
Algorithm Il asdescribedoy Agrawal andHorgan [1] andZhang
et al. [31]. This algorithmstartsfrom the slicing criterion andre-
cursively builds thebackwardsliceusingtheinter-operatiordepen-
dengy proble:startingfrom the dependeng problefor the slicing
criterion, it recursvely computerior dependencies he compu-
tationalcostfor this impreciseslicing algorithmis independenbf
the numberof slicesthatneedto be computed31]. Thisis anim-
portantbenebfor our purposesincewe computeslicesfor all con-
trol Bow operationsand/ordatamenory accessessexplainedin
thenext section.

The constantvalueandbranchprobleshelp timming both the
numberof slicesaswell asthesizeof theslicesthatneedto becom-
puted.Specibcallywe do not needto computeslicesfor branches
that are either always taken or always not-talen. In addition, the
recursve backward dependeng trackingfor computingthe slices
stopsuponaconstanvalue.

Code marking. In ourevaluation,we consideitwo scenariosvith
differentslicing criteria.

Memory access and control flow operation (MA-CFO) slicing:
Thebrstscenariczompuesslicesfor all control3ow operations
aswell asfor all effective dataaddressegeneratedhrough
loadsandstoresThis scenariowill ensurethatthe control3ow
andmemoryaccesehaior of the mutantwill beidenticalto
theproprietaryapplication.

Control flow operation (CFO) slicing: The secondscerario only
computesslicesfor all control Bow operationsThis criterion
will belessaccuratehanthe formerbecausét doesnot com-
pute slicesfor datamemory accessesThis hasthe potential
benebtof enablingmuch aggressie codemutationat the po-
tential costof the mutantbeinglessrepresentatie of the pro-
prietaryapplication.

Oncethe slicesare computedall the instructionsnot partof a
slicearemarked. This includescodethatis never executedaswell
ascodethatgetsexecutedout producesinusediata(deadcode).In

addition,all instructionoperandginputaswell asoutputoperands)
thathold constantvaluesat runtime aremarkedassuch.

2.2.4 Binary rewriting

Oncethe codemarkingis done,we thenperformthe actualcode
mutation.We employ binaryrewriting to mutatethe proprietaryap-
plicationinto abenchmarknmutant;we useDiablo[7] asour binary
rewriting tool. Applying mutationthroughbinary rewriting poses
somechallengesn termsof preservinghe codelayout. Rewriting

instructionsmay changethe codelayout and may therebyaffect
the instructioncacheperformanceWe thereforestrive at keeping
thebasicblock sizethe samebeforeandaftermutation.

Control flow mutations. As mentionedbefore,we do not com-
puteslicesfor brancheghathave a constanbrand target. Instead,
we mutatethosebranchedo complicatethe understandingf the
mutant.To do so, we usean opagle variableor predicatef4]. An
opaquevariableis a variablethathassomepropertythatis known
a priori to the codemutator but which is difbcultfor a malicious
personto deduce In our work, we use as the opaquevariablea
conditionRagthathasa constantvalue at the branchpoint during
the courseof the programexecutionbut which is different from
the conditionRagin the original program.We mutateconditional
brancheghatare eitheralwaystaken or alwaysnot-talen, indirect
jumpswith a constantbranchtarget, and we also corvert uncon-
ditional branchesnto conditionalbranchesConditional branches
thatjump basedon an opaquecondition3agdo not alter the exe-
cution Row of the mutantbut complicatethe understandin@f the
mutantbinary In addition,control RBow edgeghatarenever taken
arealteredin the mutant.

Rewriting code and breaking data dependencies. The unexe-

cutedanddeadcode(the marked instructions)is overwritten. The
rewriting is doneby randomlyreassignin@ninstructiontype,and
registerinput and outputoperandsThis randomreassignmenas-
suresthatthereis no one-to-onenappingof instructiontypesand
operandswhich makesreverseengineeringmpossible,or at least
very difbcut. Neverthelessfor deadcode,i.e., codethatgetsexe-

cutedbut which producesunuseddata,we ensurethatthe instruc-
tion mix, i.e., the relative occurrenceof instructiontypes,in the
mutantis similar to thatin the proprietary applicationso that the
run time behaior characteristicef the mutantmatchthoseof the
proprietaryapplication Lik ewise,we generaténter-operationdata
dependencies such a way thatthe distribution of inter-operation
dependenciesf the mutantis similar to the oneof the proprietary
applicationin orderto presere the amountof ILP in the mutant.
Theinstructionoperandshataremarkedasholdingconstanvalues
arereplacedy immediateconstats. By doing so,we breakinter-

operationdependenciesiakingit harderto undestandthe propri-
etaryapplication.For the outputregisteroperandswe usenon-live
registeroperlndsto malke surethe insertedcodemutationsdo not
affecttheexecution3ow of themutant.

Example. Figure 3 illustratescode mutationthat preseres the
controlB3ow behaior onasimpleexamplethatcomputeghe facto-
rial of 7. Theinputto the function,whichis O73s hold in register
%eax. Basicblock A checkswhetherthe input is larger than12.
If yes,error handlirg codeis executedin E; if no, the factorialis
computedandprintedin B, C, andD. Figure3(a)shavsthe original
code,and(b) shaws the codeafter codemutation;the instructions
shawn in bold italicsin (b) areoverwritten. The branchinstruction
in A is aconditionalbranchthatis never takenfor the giveninput
O7G@ve overwrite this branchaswell asthe cmp instructionin its
slice.E is never executed andby consequenceaye cancompletely
overwrite E. Also the conditionalbranchin B is nevertaken N the
input differsfrom O18 andwe thusoverwritethe branchandthe
instructionsin its slice.In C, both $eax and%edx from the cmp



(a) before code mutation

A

cmp $0xc, %eax
ja E

¥

B cmp %$eax, %$ebx
mov $0x1,%edx
ja D

‘Z/ E [movl $0x8096343, (%esp)
%edx, sebx call puts
Sedx jmp F
%eax, edx
C
D mov %ebx,0x8(%esp)

mov %eax,0x4(%esp)
movl $0x8096328, (%esp)

call printf

F | mov Oxfffffffc(sebp),%ebx
mov $0x1,%eax

leave

ret

(b) after code mutation

A cmp $0x123,%eax

jge E

¥

B | cmp %edx,%ecx
mov $0x1,%edx
jge E

S
/ E | movl $0x8083951,(%esp)
imul %ebx,%eax call printf
inc %edx jge F
cmp $0x7,%edx

jbe C

D [ movl $0x13b0,0x8(%esp)
movl $0x7,0x4(%esp)
movl $0x8096328, (%esp)

call printf

F | mov Oxfffffffc(%ebp),%ebx
mov $0x1,%eax

leave

ret

Figure 3. An example thefactorialfunctionwith input O7@l|ustrating the mechanisnof codemutation:(a) beforecodemutatian, and(b)

aftercodemutation.

instructionappeatin the slicefor the conditionalbranchat theend
of C. However, thevaluefor $eax is invariantfor this particularex-
ecution,andwe thusoverwritethe $eax agumentby its constant
valuewhichis 7. For registersedx, thesliceincludesthe cmp and
inc instructionsin C andthemov instructionin B; theseinstruc-
tions thusremainunchangedn the mutant. The valuesin %eax
and%ebx in D areconstantandareoverwittenby constantvalues.
As aresultof that,we canoverwritethe imul instructionin C. The
endresultof codemutationis a mutant,shavn in Figure3(b), that
looks fairly different from the original application shavn in Fig-
ure3(a).It will bevery hardto revealthefunctionalmeaningof the
original applicationfrom its mutant.

Infrequent branches. We do not computeslicesfor infrequent
branchesin our case,conditionalbranchedhat are executedless
than32 timesover the entireprogramexecution For thosebranch
instructionswe recordthe branchtaken/not-talken sequencén the
branchproble (as mentionedabove), and replay this branchse-
guencen themutantatruntime. We referto this transformatioras
enforcedcontol Bow(ECF). ECFis illustratedin Figure4 through
a codesnippet,a basicblock from the crafty benchmarkWe en-
force the taken/not-talen behaior for the conditional branchby
loadingthebranchsequencérom memory shift left thebranchse-
guenceandstoreit backto memory;the sign bit thendetermines
thebranchdirection,seeinstructiong4) through(7) in Figure4(b).
An importantbenepif ECFis thatit increaseshe numberof in-
structionseligible for codemutation.For exanple, in Figure4, the
instructions(1) through(3) are mutatedbecausef not having to
retaintheseinstructionsin the slice leadingup to the conditional
branch.

Figure 5 quantiPedor what fraction of brarchesin the static
binary we can apply ECF N we will describethe experimental
setuplater in Section4. We can apply ECF to about18% of the
branchesTogetherwith the on average54% of the brancheghat

(a) original application:beforeECF

(1) and
(2) mov

%edx, $eax
0x154 (%esp),%ebx

(3) mov %eax,0x150(%esp)
(4) or 0x150(%esp), $ebx
(5) jne 0x807026f

(b) benchmarknutant:after ECF

(1) Xor
(2) mov

%ebx, $eax
0x154 (%esp),%ecx

(3) mov %ebx,0x150(%esp)
(4) mov 0x80637e9,%ecx
(5) shl %ecx

(6) mov %ecx,0x80637e9
(7) js 0x80639f6

Figure 4. Examplebasic block from crafty illustrating the En-
forcedControl Flow approach(a) beforeECF, (b) afterECF

arealwaystakenor not-talen, this meanshatwe needto compute
slicesfor only 28%of thebranche®n average.

3. Quantifying Mutation Efficacy

Therearetwo issueswhenquantifyingthe efbcay of codemuta-
tion. The brstone concernswvith how well the performancechar

acteristicsof the proprietary applicationare presered in the mu-
tant. This is straightforward to do: this canbe doneby comparing
performancewumberf themutantagainsttheproprietaryapplica-
tion acrossnumberof microarchitectureandhardwareplatforms.
Thesecondssueis muchmorechallengingandconcernswith how

well thefunctionalmeaningof theproprietaryapplicationis hidden
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Dbranches subject to ECF
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Figure 5. Fraction branchesin the binary (i) with constant
taken/not-talendirection,(ii) thataresubjectto ECF, and(iii) that
aresubjectto slicing.

by the mutant.An industryvendorwill only releasea proprietary
applicationas a benchmarkmutantbasedon a thoroughefbcay

evaluation.This sectiondiscussemetricsfor quantifying how well

thefunctionalmeaningof aproprietaryapplicationis hiddenby the
mutant.

Thereexistsavastbodyof work onsoftwarecompleity metrics
which typically countvarioustextual propertiesof the souce code
into a compleity measureCodeobfuscationusessomeof those
metricsto quantifythe efbcay of codetransformation$4]. These
metricsrelateto codesize,datalow compleity, control3ow com-
plexity, datastructurecompleity, etc. Thesemetricsonly partially
achieze whatwe wantamutationefocay metricto measureRecall
thattheaim of codeobfuscations to complicatethe understanding
of the proprietaryapplicaion, haowever, the obfuscategrogramis
still functionally equivalentto the original application.This means
thatthe obfuscategrogrampreseresthe semanticef theoriginal
application and intuitively speakingstill containghesameQinfor
mationGsthe original applicationN codeobfuscatiorjust makes
it harderto graspthe proprietaryQinformation@odemutaion goes
onestepfurtherin the sensehat a mutantremaves Oinformation®
from the proprietaryapplicationthroughbinary rewriting, i.e., the
mutantis no longer functionally equivalentto the propiietary ap-
plication.

Theseconsiderationsall for metrics specibcallytargetedto-
wards quantifying how well code mutation hidesthe proprietary
application.We thereforedevelop a setof metricsto quantify mu-
tation efbcag. The brstthree metrics countinstructionsthat are
mutatedj.e., thefractioninstructionshatappeain adifferentfor-
matin the mutantthanin the proprietaryapplication.The next two
countthe numberof datadependenciethatarebrokenin the mu-
tantwith respectto the proprietaryapplicationN hiding datade-
pendencieandintroducingartipcialdatadependenciesomplicate
theunderstandingf themutant.In thiswork, whenreportingthese
metrics,we only reportaboutthe application,not the libraries N
thereasoris to stresscodemutationin the evaluationbecausemost
library codeis only infrequentlyexecuted(if atall).

Static Instruction Ratio (SIR): TheSIRcomputegheratioof the
numberof instructionsn thebinarythataremutatedo thetotal
numberof instructionsin the binary.

Instruction Ratio (IR): The IR computeghe ratio of the number
of instructionsin the binary that are mutatedand executedat
leastonce,relative to the numberof instructionsin the binary
thatareexecutedat leastonce.

Weighted Instruction Ratio (WIR): TheWIR computegheratio
of the numberof instructionsthat are mutated weightedwith
their executionfrequeng relative to the total dynamicinstruc-
tion count.In otherwords,the WIR computeghe fraction mu-

suite benchmark| input cnt(M)
bzip2 Igred.source| 1,417
crafty Igred 940
gap Igred 50
SPECCPU2000| gzip smred.log 452
mcf Igred 87
parser Igred 288
twolf Igred 781
vpr small.arch 214
bitcount 1125000 713
susan large 754
gsort large 371
. jpeg large 85
MiBench blowbsh large 973
sha large 230
fft 832768 298
dijkstra large 281

Table 1. Benchmarksisedin this studyalongwith theirinputsand
dynamicinstructioncounts(in millions).

tatedinstructionsexecutedrelative to the dynamicinstruction
count.

Dependence Ratio (DR): The DR metric computesthe fraction
inter-operationdatadependeaies that appearat leastonce at
runtime andthatarebroken.

Weighted Dependence Ratio (WDR): The WDR metric weighs
the DR metric with the exeaution frequeng for eachof the
dependencies.

TheSIRis ametricthatquantibesheefbcay of codemutation
for making static reverse engineeringhard,i.e., reverseengneer
ing of the proprietaryapplicationby inspectingthe binary of the
benchmarkmutant.The otherfour metricsquantifytheefPcay for
makingdynamicreverseengineeringhard,i.e.,reverseengineering
by inspectingthe dynamicexecutionof the mutant.

4. Experimental Setup

In our evaluationwe considera numberof general-purpos8PEC
CPU2000benchmarksas well asa numberof benchmark from
theembedded/iBenchbenchmarlsuite[10]. Thebenchmarksire
takulatedin Tablel alongwith theirinputsanddynamicinstruction
counts.For the SPECCPU2000bendimarks,we useMinneSPEC
inputsin orderto limit the simulationtime of completebenchmark
executions. For MiBench,we considerthe largestinput available.
All the benchmarksare compiledon an x86 platform (Intel Pen-
tium 4 runningLinux) usingthe gcc compilerversion3.2.2with
optimizationlevel -03; all binariesarestaticallycompiled.

Thebaselingorocessoconbguratioris takulatedin Table2. We
model a 4-wide superscalaput-of-orderprocessomwith a three-
level cachehierarcly. ThesimulationsaredoneusingPTLsim[30],
anexecution-drvenx86 superscalaprocessorsimulator

We alsoprovide realhardwareperformanceesultsandconsider
threelntel Pentium4 machinesThesemachinediffer in termsof
their clock frequerty, microarchitecturememory hierarcly, and
implementationtechnology;seeTable 3 for the most signibcant
differences.

1We were unableto include all the SPECCPU2000integer benchmarks
becausef difpcultiesin interoperatinghe varioustools (PIN, Diablo and
PTLsim)in our experimentalsetup.



ROB 128entries

loadqueue 48 entries

storequeue 32entries

issuequeues 4 16-entryissuequeues

processowidth 4 wide fetch,decodedispatchjssue.commit
latencies load(2), mul (3), div (20)

L1 I-cache 16KB 4-way set-assocl cycle

L1 D-cache 16KB 4-way set-assocl cycle

L2 cache unibed,128KB 16-way set-assod cycles
L3 cache unibed,1MB 16-way set-asso20 cycles
mainmemory 250cycle accesdime

branchpredictor | hybrid bimodal/gshar@redictor
frontendpipeline | 8 stages

Table 2. Baselineprocessomodelassumedh our simulatins.

processor | generation | freq L2 size | MEM size
machinel | Northwood | 2.0GHz | 512KB | 1GB
machine2 | Northwood | 2.8GHz | 512KB | 2GB
machine3 | Prescott 3.0GHz | 1MB 1GB

Table 3. Thelntel Pentium4 machinesonsideredn our setup.
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Figure 6. Quantifyingthe efbcay of benchmarkmutationusing
the SIR metric.

5. Evaluation

We now evaluatethe proposedcodemutationapproachedi) MA-

CFO (memoryaccessand control Row operationslicing) aiming
at preservingthe memory accessand control Row behaior in

the mutant, (i) CFO (control Bow operationslicing) aiming at
preservingonly the control Bow behaior in the mutant,and (iii)

CFO plus ECF (CFO plus enforcedcontrol Row of infrequent
branches)We evaluatethe efbcagy of theseapproacheslongtwo
dimensions:their ability to hide functional semanticsand their
ability to presere the performancecharacteristicsn the mutant
with respecto the proprietaryapplication.

5.1 Hiding functional semantics

SIR. Figure6 quantiPeshe SIR metric,or thefractionof theap-
plicationbinarythatcanbemutatedwhichis anindicationfor how
well binary mutation protectsagainst static reverseengineering.
Thereare four barsin this graph.The brstbar quantipeghe SIR
metric by overwriting unexecutedcode. On average,this results
in a 44% SIR metric. The next threebars quantify the SIR met-
ric for MA-CFO, CFO, and CFO plus ECF code mutation;these
approacheschieve a SIR metric of 56%, 60% and 62%, respec-
tively. CFO achievesa higher SIR scorethanMA-CFO, and CFO
plusECF achievesa higherSIR scorethanCFO.Thereasoris that
fewer slicesneedto be computedwhich increaseghe number of
instructionseligible for codemutation.Therelative increasas lim-
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Figure 7. Quantifyingthe efbPcay of benchmarkmutationusing
the IR metric.
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Figure 8. Quantifyingthe efbcay of benchmarkmutationusing
the WIR metric.

ited though:we expectedhatthe SIR metricwould be muchhigher
for CFO comparedo MA-CFO. However, therelatively smallin-
creaseseemsto suggestthat thereis signibcantoverlap between
the slicesof memoryaccessesnd the slicesof control Bow op-
erationsNot computingmemoryaccesslicesdoesnot reveal that
mary additionalinstructionsligible for codemutatian. Putanother
way, by striving at preservinga programé&control Bow behaior,
we alsopresere mostof the memoryaccesdehaior. Anotherin-
terestingnoteis thattheachievable SIR is benchmarlkspecibcand
for somebenchmarksnorethan90% of the applicationbinary can
be mutated seefor examplegap, susan andgsort. The high SIR
scorefor susan andqgsort correlateswell with the small number
of branchesubjectto slicing, seeFigure5. For otherbenchmarks
though,the small numberof branchessubjectto slicing doesnot
translateinto a high SIR score,seefor example bzip2: a small
numberof control RBow slicescover a large fraction of the entire
programcode.

IR and WIR. Figures7 and8 reportsimilar resultsfor thelR and
WIR metrics,which aremeasure$or how well the codemutation
protectsagainst dynamicreverseengenieerig. The IR and WIR
metricshave lowervaluesthanthe SIR metric:averageR andWIR
scoref 36%and20%,respectiely, comparedo theaverage62%
SIR scorefor CFO plus ECF codemutdion. Also, the WIR metric
is typically lower than the IR. This suggeststhat code mutation
primarily mutatescodein lessfrequently executedcoderegions.
The susan benchmarkis an extreme examplewhich hasan SIR
metricof 95%,an IR metric of 43% anda WIR metric of 8%. For
otherbenchmark®n the otherhand,suchasqsort, codemutation
mutatedrequentlyexecutedcode,andachiaresa WIR score(53%)
thatis higherthanits IR score(38%).

DR and WDR. Figures9 and10shav theDR andWDR metrics,
respectiely. TheaverageDR andWDR metricscoresare29%and
16%,respectiely, andgoesup to 40%and35%,respectiely. This
resultshavs that a substantiafraction of the at run-time exposed
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Figure 9. Quantifyingthe efecay of benchmarkmutationusing
the DR metric.
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Figure 10. Quantifyingthe efbcay of benchmarkmutationusing
the WDR metric.

datadependencieare broken through code mutation,which will
complicatereverseengineering.

5.2 Preserving performance characteristics

We now evaluatehow well the mutantpreseresthe performance
characteristicef theoriginal application We dothisin threesteps.
We Prst considerour baselinesimulatedprocessoiconbguration,
andsubsequentlgvaluatehow well the mutanttracksthe original
applicationacrossa microarchitecturedesignspace.Finally, we
considerthreereal hardwareplatforms.

Simulation results. Figurell quantibPesheexecutiontime devi-
ationfor the mutart comparedo the original application.The av-
erage(absoluteperformancedeviation equals.7%,1% and1.2%
for MA-CFO, CO,andCFO plusECF, respectiely. Themaximum
performanceleviationis limited to 6%, seegsort whichis alsothe
benchmarkwith the highestWIR andWDR metricvalues.

Microarchitecture design space. \We also evaluatedcode muta-
tion acrossa microachitecturedesignspacen which we vary the
processowidth and cachehierarclty. We vary the width from 2
up to 8, and considerfour (L1/L2/L3) cacte hierarchies:conbg
1: 8KB, 64KB, 512KB; conbg2: 16KB, 128KB, 1MB; conbg3:
32KB, 256KB,2MB; andconbgd: 64KB, 512KB,4MB. Theaver-
agedeviation acrosghis designspacesquald.8%,1.3%and1.4%
for MA-CFO, CFO,andCFO plus ECF, respetively. Figure12il-
lustratesthis further: normalizedexecutiontime is shavn across
thefour cachehierarcly conbguration$or afour-wide superscalar
processarThe mutanttracksthe performancesensitvities across
thememoryhierarcly very well.

Real hardware results. Theresultspresentedofar areobtained
from simulation. Figures13 and 14 shav resultsobtainedfrom
real hardware measurementen three Intel Pentium 4 machines,
seeTable3. Figure 13 quantibeghe performanceleviation of the
mutantwith respecto theoriginal applicationon the Prescotintel
Pentium4 (machine3). Theexecutiontimedeviationis small:1.4%
on averagethe maximumdeviation 6% is obsenedfor gsort.
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Figure 11. Executiontime deviation for the mutantagainst the
original applicationfor the baselingprocessoconbguration.
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(top graph)andits mutantassumingCFO plus ECF (bottomgraph)
acrossfour cachehierarcly conbgurationgor a four-wide super
scalarprocessar
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Figure 14 showvs normalizedexecutiontimes acrossthe three
Intel Pentium4 machinesfor the original applicationsare their
mutants;the resultsare normalizel to the executiontime of the
original applicationon machine3. Theseresuts shav that the
mutantstrack the relative performanceifferencesof the original
applicationvery well acrosghe differenthardwareplatforms.

6. Related Work

Statisticalsimuation [8, 20, 21] collects programcharacteristics
from a programexecutionand subsequentlgenerates synthetic
tracefrom it which is thensimulatedon a simple,statisticaltrace-
driven processosimulator The importantadvantageof statistical
simulationis thatthe dynamicinstructioncountof a synthetictrace
is several ordersof magnitudesmallerthan for today®industry-
standardbenchmarksmakingit a usefulsimulationspeedugech-
nigue for quickly identifying a region of interestin a large mi-
croprocessodesignspace.Becausethe synthetictraceis gener
atedfrom characteristicsit is very hard to reveal the functional
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Figure 13. Executiontime deviationfor amutant(CFOplusECF)
againstits original applicationfor Omachin80a 3.0 GHz Prescott
Intel Pentium4 machine.
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Figure 14. Normalized execution time for three real hardware
platformsfor the original application(top graph)and the mutant
assumingCFOplusECF (bottomgraph);theresultsarenormalized
to the executiontime of the original applicaticn on machine3.

semantic®f theproprietaryapplicationfrom asynthetictrace.The
limitation of statisticalsimuldion as a benchmarkmutation ap-
proachthoughis that the synthetictrace cannotbe simulatedon
anexecution-drvensimulatoror realhardvare.

SynthetidoenchmarksuchasWhetstond6] andDhrystong27]
are manually crafted benchmarkghat aimedat representingeal
workloads.Manually building benchmarkghoughis bothtedious
andtime-consumingTherefore recentwork proposedautomated
synthetichenchmarkgeneration[2, 13, 15] which builds on the
statistical simulation approachbut generatesa syntheticbench-
markratherthana synthetictrace.Synthetichenchmarlgeneration
is a bottom-upapproachwhereascodemutationis a top-dovn ap-
proach,asdiscussedbefore.

Hosteet al. [12] take a different approachfor estimatingthe
performanceof a (proprietary)applicationof interest.They pro-
poseto characterizéhe applicationof interestandcomparets be-
havioral characteristicagainstthoseof a well known benchmark
suite,suchas SPECCPU. The performanceof the applicationof
interestis then estimatedby weightingthe performancenumbers
of thebenchmarkgroportionalto their similarity with theapplica-
tion of interest.This approachdoesnot needto distribute the pro-
prietaryapplication, but builds on the implicit assumptiorthatthe
applicationof interestis similarto (someof) thebenchmarksn the
benchmarlsuite.

Sampledsimulationtheory [5, 14, 22, 23, 29] seled¢s a num-
berof representate sampledrom thedynamicinstructionstream.
Simulatingthesesamplesnsteadof the completedynamicinstruc-
tion streamyields simuation speedupsf several ordersof magni-
tude.Althoughhaving only samplego analyzewill complicatethe
understandinghe functionalsemanticof the proprietaryapplica-
tion, it may still reveal sensitve information,i.e., if the sampled
traceis representatie for theentireprogramexeaution, it will most
likely revealvaluableinformation.

7. Summary and Future Work

Summary. This paperpresented¢odemutation,a novel mettod-
ology for deriving benchmarksrom proprietaryapplicationsby
hiding functionalsemanticsvhile preservingperfaomancecharac-
teristics.Codemutationwill be mostusefulfor companieghat of-
fer (in-housebuilt) serviceso remotecustomersSuchcompanies
arereludant to distribute their proprietarysoftware. As an alter
native, they canusemutatedbenchmarkss proxiesfor their pro-
prietary software. The mutatedbenchmarksan help drive perfor
manceevaluationby third partiesaswell asguidepurchasingleci-
sionsof hardwareinfrastructure.

The bestperformingcode mutationapproachproposedin this
papercomputescontrol Bow slicesfor frequently executed,non-
constantbranches;and mutatesinstructionsthat are not part of
ary of theseslices. The slicesare trimmed using constantvalue
problesOurresultsobtainedor aselectionof SPEC CPU2000and
MiBench benchmarkseportthat up to 90% of the binary canbe
mutatedup to 50%of thedynamicexecutednstructionsandupto
35%of theatruntime exposednter-operation datadependencies.

Future work. \We believe tha codemutationis a promisingtech-
nigue for dispersingproprietaryapplicationsas benchmarksand
therearevarious future researctavenuesto be explored.First, fu-
turework could furtherimprove the informationhiding in the mu-
tantby emplgying novel andmoreaggressie programanalysesand
transformationsOne potentialdirectioncould be to exploit semi-
invariantprogrambehaior (next to invariantor constantprogram
behaior) in orderto mutatean even larger fraction of the propri-
etaryapplication.

Secondpur currentframenork mutategheproprietaryapplica-
tion atthebinarycodelevel. An alternatve approachwould mutate
the applicationat anintermediatecodelevel or even at the source
codelevel, sothatthe mutantcanbe compiledand optimizedfor a
particularlSA of interest. This would broaderthe applicability of
themutantsto comgler andcodegeneratiomesearctanddevelop-
ment.

Third, the executiontime of amutantis very similar to theexe-
cutiontime of theoriginal proprietaryapplication,on purposeThis
is a viable solutionfor real hardware performancesvaluation,but
for simulationpurpose®nemaywantto have shorterrunningmu-
tants.An interestingresearctchallengethusis to reducethe dy-
namicinstructioncountof the mutantwhile preservinghe perfor
mancecharacteristicef the proprietaryapplication

Finally, extendingthe codemutationconceptto multi-threaded
workloadsas well as applicationswritten in type-safemanaged
languagegsuchas Java and C#) is also part of our future work.
We believe that both are possibleN the generalconceptof code
mutationappliesto theseworkloadsaswell while posinganumber
of additional corstraints.In particulay multi-threadedworkloads
incur an additional constraintin that accesse$o sharedmemory
shouldbe preseredin the mutatedbenchmarkin orderto exhibit
similar interthreadcommunicatiorin the mutantasin the original
application.As such,sliceswill needto be computedfor shared
memoryaccesse@ndinstructionsappearingn theseslicesshould
not be overwrittenthroughcodemutation.For type-safemanaged



languagescode mutationwill be restrictedby type safety i.e.,
anoperationcanonly be overwrittenby anotheroperationif both
operateon the sametype.

Acknowledgments

We would lik e to thanktheamonymousreviewersfor their valuable
feedbackThis work is supportedn partthroughthe UGent-BOF
project01J14407 FWO project G.0255.08 and HIPEAC. Lieven
Eeckhoutis supportedy a PostdoctoraFellovshipwith the Fund
for ScientibdResearctbFlandergBelgium).

References

[1] H. Agrawal andJ.Horgan. Dynamicprogramslicing. In Proceedings
ofthe ACM SIGPLANConfeenceon ProgrammingLanguage Design
andImplementatior{PLDI), page246D5256June1990.

[2] R. Bell, Jr. andL. K. John. Improved automatictestcasesynthesis
for performancemodel validation. In Proceedingsof the ACM
International Confeenceon Supecomputing(ICS), pagesl119120,
June2005.

[3] B. Calder P. Feller, andA. Eustace.Valueprobling. In Proceedings
of the Annual ACM/IEEE International Symposiunon Microarchi-
tecture (MICRO), pages259D269Dec.1997.

[4] C.Collber, C. ThomborsonandD. Low. A taxonomyof obfuscating
transformationsTechnicalReport148, The University of Auckland,
July 1997.

[5] T. M. Conte,M. A. Hirsch,andK. N. Menezes.Reducingstateloss
for effective tracesamplingof superscalaprocessorsin Proceedings
of the International Confeenceon ComputerDesign(ICCD), pages
468D4770ct. 1996.

[6] H. J.Curnav andB. A. Wichmann. A syntheticbenchmark.The
ComputerJournal, 19(1):43D491976.

[7] B. De Bus,D. KaestnerD. ChanetL. Van Put,andB. De Sutter.
Post-passompactiontechniques. Communication®f the ACM,
46(8):41D46Aug. 2003.

[8] L. EeckhoutR. H. Bell Jr, B. Stougie K. De BosschereandL. K.
John. Control Bow modelingin statisticalsimulationfor accurate
andefbcientprocessodesignstudies.In Proceedingof the Annual
International Symposiunon ComputerArchitectue (ISCA) pages
350D361June2004.

[9] J.Ge,S. ChaudhuriandA. Tyagi. Control Row basedobfuscaton.
In Proceeding®f the ACM Workshopon Digital RightsManagement
(DRM), pages33D92Nov. 2005.

[10] M. R. Guthaus,J. S. Ringenbeg, D. Ernst, T. M. Austin, T. Mudge,
andR. B. Brown. MiBench: A free, commerciallyrepresentatie
embeddedenchmarksuite. In Proceedingsf the IEEE Annual
Workshopon Workload Characterization(WWC) Dec.2001.

[11] J.L. Henning. SPECCPU2000:MeasuringCPU performancen the
newn millennium. IEEE Computer 33(7):28D35July 2000.

[12] K. Hoste,A. Phansalkarl.. EeckhoutA. Geoges,L. K. John,and
K. De BosscherePerformanceredictionbasedon inherentprogram
similarity. In Proceeding®f thelnternationd Confeenceon Parallel
Architectuesand CompilationTechniques(PACT), pagesl14D122,
Sept.2006.

[13] C. HsiehandM. Pedram.Micro-processopower estimationusing
proble-drven programsynthesis.IEEE Transactionson Computer
AidedDesignof IntegratedCircuitsand Systemsl7(11):1080D1089,
Nov. 1998.

[14] V. S.lyengar, L. H. Trevillyan, andP. Bose. Representate traces
for processomodelswith inPnite cache. In Proceedingsof the
Secondnternational Symposiunon High-PerformanceComputer
Architectuie (HPCA), page$2D73Feh 1996.

[15] A. M. Joshi,L. EeckhoutR. H. Bell Jr., andL. K. John.Performance
cloning: A techniquefor disseminatingoroprietaryapplicationsas

benchmarks.In Proceedingof the IEEE International Symposium
onWorkload Characterization(ISWC) pagesl05D1150ct. 2006.
[16] T. S.KarkhanisandJ. E. Smith. A prst-ordersuperscalaprocessor
model. In Proceedingof the Annual International Symposiunon
ComputerArchitectuie (ISCA) pages338D349June2004.

[17] M. H. Lipasti, C. B. Wilkerson,andJ. P. Shen. Valuelocality and
loadvalueprediction.In Proceeding®f the InternationalConfeence
onArchitectural Supportfor ProgrammingLanguaesand Opeating
System$ASPLOS)pagesl38D1470ct. 1996.

[18] C.-K. Luk, R. Cohn,R. Muth, H. Patil, A. Klauser G. Lowney,
S.Wallace,V. J.Reddi,andK. Hazeilvood. Pin: Building customized
programanalysigoolswith dynamicinstrumentationln Proceedings
of the ACM SIGPLAN Confeenceon ProgrammingLanguajes
Designand Implementatior{PLDI), pagesl90D200June2005.

[19] S.Narayanasam\C. PereiraH. Patil, R. Cohn,andB. Calder Au-
tomaticlogging of operatingsystemeffectsto guideapplicationlevel
architecturesimulation.In Proceeding®fthe ACM SIGMETRICSn-
ternational Confeenceon Measuementand Modelingof Computer
Systemgpage165227June2006.

[20] S.NussbaumandJ. E. Smith. Modeling superscalaprocessorsia
statisticalsimulation.In Proceeding®f the InternationalConfeence
on Parallel Architectuesand CompilationTecdhniques(PACT), pages
15D24 Sept.2001.

[21] M. Oskin,F. T. Chong,andM. Farrens.HLS: Combiningstatistical
and symbolic simulation to guide microprocessodesign. In
Proceedingf the Annualnternational Symposiunon Computer
Architecture (ISCA) pages71982,June2000.

[22] J.Ringenbeg, C. Pelosi,D. Oehmie,andT. Mudge. Intrinsic check-
pointing: A methodologyfor decreasingsimulationtime through
binary modibcation.In Proceeding®f the IEEE International Sym-
posiumon PerformanceAnalysisof Systemand Softwae (ISPASS)
pages’8b88Mar. 2005.

[23] T. Sherwood,E. Perelman(. Hamerly andB. Calder Automatically
characterizindarge scaleprogrambehaior. In Proceedingf the
InternationalConfeenceon Architectural Supportfor Programming
Languaes and Opemting SystemgASPLOS) pages45D57,0ct.
2002.

[24] K. SkadronM. Martonosi,D. I. August,M. D. Hill, D. J. Lilja, and
V. S. Pai. Challengedn computerarchitectureavaluation. IEEE
Computer 36(8):30D36Aug. 2003.

[25] A. Srivastaa and A. Eustace. ATOM: A systemfor building
customizedprogramanalysistools. TechnicalReport94/2, Western
Researcliab, CompagMar. 1994.

[26] F. Tip. A surwey of programslicing techniques. Journal of
ProgrammingLanguayes 3(3):12191891995.

[27] R. P. Weicker. Dhrystone:A synthetic systemsprogramming
benchmark.Communication®f the ACM, 27(10):1013D103@®ct.
1984.

[28] M. Weiser Programslicing. |IEEE Transactionon Softwae
Engineering 10(4):352D357]uly 1984.

[29] R.E.Wunderlich,T. F. Wenisch B. FalsapandJ.C. Hoe. SMARTS:
Acceleratingmicroarchitecturesimulationvia rigorous statistical
sampling.In Proceeding®f the Annuallnternational Symposiunon
ComputerArchitectue (ISCA) pages84D95,June2003.

[30] M. T. Yourst. PTLsim: A cycle accuratefull systemx86-64
microarchitecturakimulator In Proceedingsof the International
Symposiunon PerformanceAnalysisof Systemsand Softwae
(ISPASS) page23D34 Apr. 2007.

[31] X. Zhang,R. Gupta,andY. Zhang. Costandprecisiontradeofs of
dynamicdataslicing algorithms.ACM Transaction®n Programming
Languayesand Systems27(4):631D661July 2005.

[32] C.B. Zilles andG. S. Sohi. Understandinghe backward slicesof
performancelegradinginstructions. In Proceedingf the Annual
International Symposiunon ComputerArchitectue (ISCA) pages
172D181June2000.



