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We want systems to be fault tolerant!



We want systems to be fault tolerant!

Safety critical
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We want systems to be fault tolerant!

QoS should not 
deteriorate (too much)!
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■ Real-Time:

Time constraints have to be satisfied even 

in the presence of faults
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☞ Permanent faults

☞ Transient/Intermittent faults
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☞ Permanent faults

☞ Transient/Intermittent faults
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☞ Permanent faults

☞ Transient/Intermittent faults

■ Increasing susceptibility to 
transient faults:

❚ Shrinking transistor size

❚ Increasing frequency

❚ Increasing temperature

❚ Decreasing supply voltage

❚ .....................
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☞ Permanent faults

■ Increasing susceptibility to 
transient faults:

❚ Shrinking transistor size

❚ Increasing frequency

❚ Increasing temperature

❚ Decreasing supply voltage

❚ .....................

■ Sources of transient faults:

❚ Electromagnetic interferences

❚ Crosstalk

❚ Ground bounce

❚ Radiation by
- cosmic particles
- packaging material

❚ Power supply fluctuations

❚ ...............

☞ Transient/Intermittent faults
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☞ The potential number of transient faults is large!

☞ It is larger than that of permanent faults!



☞ The potential number of transient faults is large!

☞ It is larger than that of permanent faults!

☞ Specific approaches are needed in order to achieve cost 
efficient fault tolerant systems in the context of such an 
increased number of transient faults!
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☞ In this talk

■ System-level perspective

■ Fault tolerant systems with real-time constraints

■ Transient processor faults

■ Fault tolerance techniques considered

❚ software replication

❚ re-execution

❚ checkpointing
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☞ In this talk

■ System-level perspective

■ Fault tolerant systems with real-time constraints

■ Transient processor faults

■ Fault tolerance techniques considered

❚ software replication

❚ re-execution

❚ checkpointing

■ Problem focus:

❚ System-level optimization and scheduling

- time constraints are satisfied

- required fault tolerance is achieved

- limited amount of resources available
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Outline
■ Overall Flow, Application and System Model

■ Fault Tolerance Policy Assignment

■ Transparency

■ Re-execution and Checkpointing

■ Generation of Fault-Tolerant Schedules

■ Cross-layer Optimization with Hardening Alternatives

■ Conclusions
Scheduling and Optimization of Fault-Tolerant Embedded Systems

Petru Eles

 14

Chicago, 2011



Overall Flow
PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

❚ Process graphs
❚ Periods, deadlines
❚ Max. nr. of faults
❚ Overheads
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Overall Flow
PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

❚ Fault tolerance policies
❚ Transparency
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Overall Flow
 

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

❚ Mapping of processes
and replicas
Scheduling and Optimization of Fault-Tolerant Embedded Systems

Petru Eles

 17

Chicago, 2011



Overall Flow
PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

❚ Fault-Tolerant Condi-
tional Process Graph
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Overall Flow
PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

❚ Schedule tables

N1 true 1P
F  1P

F  11 PP FF ∧  11 PP FF ∧
211 PPP FFF ∧∧

P1 0 35  70   
P2   30 100 65 90 
m1   31 100 66  
m2   105 105 105  
m3    120  120 
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Overall Flow
PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

N1 true 1P
F  1P

F  11 PP FF ∧  11 PP FF ∧
211 PPP FFF ∧∧

P1 0 35  70   
P2   30 100 65 90 
m1   31 100 66  
m2   105 105 105  
m3    120  120 

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33
❚ Optimized

- Mapping&Schedule

- Fault tolerance policy assignment

- Checkpointing
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Application Model
☞ An application is modelled as a set of process graphs:

Γ 1
Period: TΓ1
Deadline: DΓ1

Γ 2
Period: TΓ2
Deadline: DΓ2

Γ3
Period: TΓ3
Deadline: DΓ3
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Application Model
☞ An application is modelled as a set of process graphs:

Γ 1
Period: TΓ1
Deadline: DΓ1

Γ 2
Period: TΓ2
Deadline: DΓ2

Γ3
Period: TΓ3
Deadline: DΓ3

WCETτ 3
δτ 3

p0

p7

p8 p9

p12p3

p1

p2

p6

p5
p4

p11

p14 p15 p16

p10

p32

p17

p13
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System Model
■ ■ ■
■ Fault tolerant TDMA bus
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System Model
 

■ ■ ■
■ Fault tolerant TDMA bus

☞ Max. k transient faults can occur
during one operation cycle
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System Model
 

■ Fault tolerant TDMA bus

Error detection overhead

Recovery overhead

Checkpointing overhead

Overheads:

■ ■ ■

☞ Max. k transient faults can occur
during one operation cycle
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Fault Tolerance Policies
k = 2

Re-execution

P1 P1 P1P1 P1 P1

Error detection overhead

Recovery overhead
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Fault Tolerance Policies
P1

P1

P1

P1

P1

P1

k = 2

Re-execution

P1 P1 P1P1 P1 P1

Replication

Error detection overhead

Recovery overhead
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Fault Tolerance Policies
P1

P1

P1P1

P1

P1

P1

P1

P1

P1

P1

P1

k = 2

Re-execution

P1 P1 P1P1 P1 P1

Replication Re-execution&Replication

Error detection overhead

Recovery overhead
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Outline
■ Overall Flow, Application and System Model

■ Fault Tolerance Policy Assignment

■ Transparency

■ Re-execution and Checkpointing

■ Generation of Fault-Tolerant Schedules

■ Cross-layer Optimization with Hardening Alternatives

■ Conclusions
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Fault Tolerance Policy Assignment
P1

P2 P4

P3m2

m3
m1

k = 1

m1: 10
m2: 10
m3: 10

: 5
: in WCET

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

P1
P2
P3

40 40
40
70

40
70

P4 80 80

N1 N2
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Fault Tolerance Policy Assignment
P1

P2 P4

P3m2

m3
m1

k = 1

m1: 10
m2: 10
m3: 10

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

P1
P2
P3

40 40
40
70

40
70

P4 80 80

P1 P2 P4P3

P1 P2 P4P3

N1

N1 N2

N2

: 5
: in WCET

Replication
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Fault Tolerance Policy Assignment
P1

P2 P4

P3m2

m3
m1

k = 1

m1: 10
m2: 10
m3: 10

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

P1
P2
P3

40 40
40
70

40
70

P4 80 80

P1 P2 P4P3

P1 P2 P4P3

P1 P2 P4P4

m
2

P3

N1

N1 N2

N2

N1

N2

bus

: 5
: in WCET

Re-execution
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Fault Tolerance Policy Assignment
P1

P2 P4

P3m2

m3
m1

k = 1

m1: 10
m2: 10
m3: 10

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

N1 N2

P1
P2
P3

40 40
40
70

40
70

P4 80 80

P1
P2
P3

40 40
40
70

40
70

P4 80 80

P1 P2 P4P3

P1 P2 P4P3

P1 P2 P4P4

m
2

P3

N1

N1 N2

N2

N1

N2

bus

P1 P2

P4

P4P2

P3
m

2

N1

N2

bus
Replication&Re-execution

: 5
: in WCET
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Fault Tolerance Policy Assignment
The Problem:

■ Find a fault tolerance policy assignment such that, with the available amount

of resources, it is possible to generate a schedule which in the worst case

satisfies the imposed deadlines.
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Transparency
☞ To what extent should fault occurrences in a certain part of the
application affect the schedule of other parts?

Should a fault occurrence be hidden, or should the system
schedules be changed such as to optimally adapt to the new
situation?
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Transparency
Transparency is good

■ Easier to test, debug, verify

■ Less complex schedules
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Transparency
 

Transparency is good

■ Easier to test, debug, verify

■ Less complex schedules
But

■ Performance overhead:

Longer schedules

It’s not for free
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Transparency
☞ Transparency is achieved by frozen processes/messages: their start time is 
the same in all alternative schedules.
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Transparency
☞ Transparency is achieved by frozen processes/messages: their start time is 
the same in all alternative schedules.

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

No transparency
Scheduling and Optimization of Fault-Tolerant Embedded Systems

Petru Eles

 39

Chicago, 2011



Transparency
☞ Transparency is achieved by frozen processes/messages: their start time is 
the same in all alternative schedules.

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

No transparency Full transparency
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Transparency
☞ Transparency is achieved by frozen processes/messages: their start time is 
the same in all alternative schedules.

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

No transparency Full transparency Customised transparency
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Transparency
N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2

PP22 PP11

PP44

m2 m1m3

PP33

N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2k = 2

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33
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Non-Transparent Schedule
N1

N2

bus

N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2

PP22 PP11

PP44

m2 m1m3

PP33

N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2k = 2

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

Fault free scenarioPP22

m
1

PP11

m
2

m
3

PP44 PP33

PP22

m
1

PP11

m
2

m
3

PP44 PP33

Fault free scenario
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Non-Transparent Schedule
N1

N2

bus

N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2

PP22 PP11

PP44

m2 m1m3

PP33

N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2k = 2

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22
m
1

PP11
m
2

PP44 PP33

PP11

PP44
m
3

PP22
m
1

PP11
m
2

PP44 PP33

PP11

PP44
m
3

PP22
m
1

PP11
m
2

PP44 PP33

PP11

PP44
m
3

Worst case scenario

N1

N2

bus

Fault free scenarioPP22

m
1

PP11

m
2

m
3

PP44 PP33

PP22

m
1

PP11

m
2

m
3

PP44 PP33

Fault free scenario
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Non-Transparent Schedule
N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2

PP22 PP11

PP44

m2 m1m3

PP33

N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2k = 2

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

N1

N2

bus

PP22
m
1

PP11
m
2

PP44 PP33

PP11

PP44
m
3

PP22
m
1

PP11
m
2

PP44 PP33

PP11

PP44
m
3

PP22
m
1

PP11
m
2

PP44 PP33

PP11

PP44
m
3

Worst case scenario

N1

N2

bus

Fault free scenarioPP22

m
1

PP11

m
2

m
3

PP44 PP33

PP22

m
1

PP11

m
2

m
3

PP44 PP33

Fault free scenario

Different start times in 
different scenarios.
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Fully Transparent Schedule
N1 N2
P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2

m2 m1m3

PP33

PP22 PP11

PP44

N1 N2
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P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

P1
P2
P3

N1

30 X
20
X

X
20

N2

P4 X 30

 = 5 ms

k = 2k = 2

m2 m1m3

PP33

PP22 PP11

PP44

m2 m1m3

PP33

PP22 PP11

PP44
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Fully Transparent Schedule
N1 N2
P1
P2
P3
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m
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Fault free scenarioN1
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Fully Transparent Schedule
N1 N2
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P3
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Worst case scenario
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Fully Transparent Schedule
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Same start times
in all scenarios.
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bus
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Fully Transparent vs. Non-Transparent Schedule
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m
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Non-transparent: WCS

Fully transparent: WCS
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Customized Transparency
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Customized Transparency
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Customized Transparency
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Customized Transparency
The Problem:

■ Generate an efficient schedule with a customized degree of transparency,

according to the designer’s specification.

For example: Isolate fault occurrences from one processor to another by 
freezing interprocessor messages.
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Re-execution with Checkpointing
k = 1

Error detection overhead

Recovery overhead

Checkpointing overhead

Re-executionP1 P1P1P1 P1
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Re-execution with Checkpointing
k = 1

Error detection overhead

Recovery overhead

Checkpointing overhead
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Re-execution with checkpointing

Only this segment
is re-executed
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Checkpoint Optimization
15 ms (recovery)

k = 2

10 ms (error detect.)

P1 C1 = 50 ms

5 ms (checkpointing)

15 ms (recovery)

k = 2

10 ms (error detect.)

P1 C1 = 50 ms

5 ms (checkpointing)
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Checkpoint Optimization
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Checkpoint Optimization
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Checkpoint Optimization
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Checkpoint Optimization
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Checkpoint Optimization
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Checkpoint Optimization
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Checkpoint Optimization
P2P1
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33 ☞ The optimal number of 
checkpoints for both P1 
and P2, if considered in 
isolation, is three!
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Checkpoint Optimization
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Checkpoint Optimization
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Checkpoint Optimization
The Problem:

■ Find the number of checkpoints for each process using re-execution, such

that, with the available amount of resources, it is possible to generate a

schedule which in the worst case satisfies the imposed deadlines.
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The “Big” Problem

■ Given:

❚ Application (set of process graphs) + imposed deadlines

❚ System architecture (processors, buses)

❚ Maximum number of transient faults

❚ Overheads (error detection, re-execution, checkpointing)

❚ Transparency requirements
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The “Big” Problem

■ Given:

❚ Application (set of process graphs) + imposed deadlines

❚ System architecture (processors, buses)

❚ Maximum number of transient faults

❚ Overheads (error detection, re-execution, checkpointing)

❚ Transparency requirements

■ Find:

❚ Fault tolerance policy assignment for each process

❚ Number of checkpoints for processes to be re-executed

❚ Mapping of processes and of their replica

❚ Schedule
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The “Big” Problem

■ Given:

❚ Application (set of process graphs) + imposed deadlines

❚ System architecture (processors, buses)

❚ Maximum number of transient faults

❚ Overheads (error detection, re-execution, checkpointing)

❚ Transparency requirements

■ Find:

❚ Fault tolerance policy assignment for each process

❚ Number of checkpoints for processes to be re-executed

❚ Mapping of processes and of their replica

❚ Schedule

■ Such that:

❚ Deadlines are satisfied in the worst case
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The “Big” Problem

■ Given:

❚ Application (set of process graphs) + imposed deadlines

❚ System architecture (processors, buses)

❚ Maximum number of transient faults

❚ Overheads (error detection, re-execution, checkpointing)

❚ Transparency requirements

■ Find:

❚ Fault tolerance policy assignment for each process

❚ Number of checkpoints for processes to be re-executed

❚ Mapping of processes and of their replica

❚ Schedule

■ Such that:

❚ Deadlines are satisfied in the worst case

A combination of greedy heu-
ristics and tabu search based 
design space exploration.
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Outline
■ Overall Flow, Application and System Model

■ Fault Tolerance Policy Assignment

■ Transparency

■ Re-execution and Checkpointing

■ Generation of Fault-Tolerant Schedules

■ Cross-layer Optimization with Hardening Alternatives

■ Conclusions
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Generation of Fault-Tolerant Schedules
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m2 m1m3
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Generation of Fault-Tolerant Schedules
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Generation of Fault-Tolerant Schedules
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Generation of Fault-Tolerant Schedules
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Generation of Fault-Tolerant Schedules
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Schedule Table
N1 true 1P
F

1P
F  11 PP FF ∧

11 PP FF ∧
211 PPP FFF ∧∧  

P1 0 35  70   
P2   30 100 65 90 
m1   31 100 66  
m2   105 105 105  
m3    120  120 
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Schedule Table
N1 true 1P
F

1P
F  11 PP FF ∧

11 PP FF ∧
211 PPP FFF ∧∧  

P1 0 35  70   
P2   30 100 65 90 
m1   31 100 66  
m2   105 105 105  
m3    120  120 
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Schedule Table
N1 true 1P
F

1P
F  11 PP FF ∧

11 PP FF ∧
211 PPP FFF ∧∧  

P1 0 35  70   
P2   30 100 65 90 
m1   31 100 66  
m2   105 105 105  
m3    120  120 
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Generation of Fault-Tolerant Schedules
☞ Trade-offs

■ Worst case schedule length

■ Schedule tables size

■ Transparency

■ Schedule generation time

vs

vs

vs
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Generation of Fault-Tolerant Schedules
Increased transparency

Smaller schedule table
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Generation of Fault-Tolerant Schedules
43301325%

3424120%

58391950%

79542875%

865832100%
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Longer schedule
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Generation of Fault-Tolerant Schedules
Maintain the same ordering in all fault scenarios
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E
o

Generation of Fault-Tolerant Schedules
Maintain the same ordering in all fault scenarios

xtremely(!) small size 
f schedule tables

Very low schedule 
generation time
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E
o

Generation of Fault-Tolerant Schedules
Maintain the same ordering in all fault scenarios

xtremely(!) small size 
f schedule tables

Very low schedule 
generation time

~15% longer 
schedules
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Outline
■ Overall Flow, Application and System Model

■ Fault Tolerance Policy Assignment

■ Transparency

■ Re-execution and Checkpointing

■ Generation of Fault-Tolerant Schedules

■ Cross-layer Optimization with Hardening Alternatives

■ Conclusions
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Optimization with Hardening Alternatives
☞ Where comes that mystical k from?
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Optimization with Hardening Alternatives
☞ Where comes that mystical k from?

■ γ : maximum probability of system failure in time unit (hour).

Reliability goal:

ρ = 1- γ
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Optimization with Hardening Alternatives
☞ Where comes that mystical k from?

■ γ : maximum probability of system failure in time unit (hour).

Reliability goal:

ρ = 1- γ

Mapped 

applic
atio

n
Rel. goal: ρ

Process failure 

probability: p
i

SFP

k
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Optimization with Hardening Alternatives
☞ For processors with different hardening level the pi is different.

Mapped 

applic
atio

n
Rel. goal: ρ

Process failure 

probability: p
i

SFP

k
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Optimization with Hardening Alternatives
■ Reliability goal: ρ = 1 - γ  = 1 - 10-5

■ Period: T = 360 ms

N1
P1

Period T = 360 ms
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Optimization with Hardening Alternatives
80P1

N1
h = 1

10

h = 2

20Cost

h = 3

40

t t tp p p

100 1604·10-2 4·10-4 4·10-6

Hardening versions of computation node N1

Increase in reliability
Decrease in process failure probabilities

N1
P1

Period T = 360 ms
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Optimization with Hardening Alternatives
80P1

N1
h = 1

10

h = 2

20Cost

h = 3

40

t t tp p p

100 1604·10-2 4·10-4 4·10-6

Cost is increased
with more hardening!

Worst-case execution times are increased
Hardening performance degradation (HPD) N1

P1

Period T = 360 ms
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Optimization with Hardening Alternatives
N1
P1

Period T = 360 ms
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k=6 k=2 k=1
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Optimization with Hardening Alternatives
N1
P1

Period T = 360 ms
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Optimization with Hardening Alternatives
N1
P1

Period T = 360 ms
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Optimization with Hardening Alternatives
The Problem:

■ Find the hardening level of each node, the mapping, fault tolerance policy as-

signment and number of checkpoints for each process, and generate a sys-

tem schedule, such that the deadlines, reliability goal, and cost constraint

are satisfied.
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Cross-layer Fault Tolerance Optimization
Instruction set

Operating System

Compiler

Micro-architecture

Component

Application

Circuit

☞ Efficient fault-tolerance needs a cross-
layer approach:

■ All layers are involved

■ Application specific cross-layer trade-offs
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Conclusions
■ Design optimization of fault tolerant real-time systems:

❚ Fault Tolerance Policy assignment

❚ Transparency

❚ Checkpoint optimization

❚ Schedule generation

❚ Optimization with hardening alternatives (cross-layer);
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Conclusions
■ Design optimization of fault tolerant real-time systems:

❚ Fault Tolerance Policy assignment

❚ Transparency

❚ Checkpoint optimization

❚ Schedule generation

❚ Optimization with hardening alternatives

Efficient system-level design 
techniques can help to meet real-time 
and fault tolerance requirements in the 
context of limited amount of resources.
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Fault Tolerance Policy Assignment
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Fault Tolerance Policy Assignment
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Fault Tolerance Policy Assignment
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Checkpoint Optimization
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Checkpoint Optimization
Number of processes

A
ve

ra
g

e 
d

ev
ia

ti
o

n
 o

f 
sc

h
ed

u
le

 le
n

g
th

 (
%

)

40 60 80 100
0%

10%

20%

30%

40%

Local Optimization of Checkpoints
0%

10%

20%

30%

40%

40 60 80 100

Global O
ptim

iza
tion of C

heck
points

40 60 80 100
0%

10%

20%

30%

40%

Local Optimization of Checkpoints

40 60 80 100
0%

10%

20%

30%

40%

Local Optimization of Checkpoints
0%

10%

20%

30%

40%

40 60 80 100

Global O
ptim

iza
tion of C

heck
points
Scheduling and Optimization of Fault-Tolerant Embedded Systems

Petru Eles

 106

Chicago, 2011



Conclusions
■ Design optimization of fault tolerant real-time systems.

❚ Fault Tolerance Policy assignment

❚ Transparency

❚ Checkpoint optimization

❚ Schedule generation
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Conclusions
■ Design optimization of fault tolerant real-time systems.

❚ Fault Tolerance Policy assignment

❚ Transparency

❚ Checkpoint optimization

❚ Schedule generation

Efficient system-level design 
techniques can help to meet real-time 
and fault tolerance requirements in the 
context of limited amount of resources.
Scheduling and Optimization of Fault-Tolerant Embedded Systems

Petru Eles

 108

Chicago, 2011


	Scheduling and Optimization of Fault-Tolerant Embedded Systems
	Petru Eles, Viacheslav Izosimov, Paul Pop*, Zebo Peng
	Department of Computer and Information Science (IDA) Linköping University http://www.ida.liu.se/~eslab/ *Department of Informatics and Mathematical Modelling Technical University of Denmark
	Real-Time: Time constraints have to be satisfied even in the presence of faults
	Increasing susceptibility to transient faults:
	Shrinking transistor size
	Increasing frequency
	Increasing temperature
	Decreasing supply voltage
	.....................



	Outline
	Overall Flow, Application and System Model
	Fault Tolerance Policy Assignment
	Transparency
	Re-execution and Checkpointing
	Generation of Fault-Tolerant Schedules
	Cross-layer Optimization with Hardening Alternatives
	Conclusions
	System-level perspective
	Fault tolerant systems with real-time constraints
	Transient processor faults
	Fault tolerance techniques considered
	software replication
	re-execution
	checkpointing
	Process graphs
	Periods, deadlines
	Max. nr. of faults
	Overheads


	Outline
	Overall Flow, Application and System Model
	Fault Tolerance Policy Assignment
	Transparency
	Re-execution and Checkpointing
	Generation of Fault-Tolerant Schedules
	Cross-layer Optimization with Hardening Alternatives
	Conclusions

	Overall Flow
	Overall Flow
	Overall Flow
	Overall Flow
	Overall Flow
	Overall Flow
	Application Model
	Application Model
	System Model
	System Model
	System Model
	Fault Tolerance Policies
	Fault Tolerance Policies
	Fault Tolerance Policies
	Fault Tolerance Policy Assignment
	Fault Tolerance Policy Assignment
	Fault Tolerance Policy Assignment
	Fault Tolerance Policy Assignment
	Fault Tolerance Policy Assignment
	Find a fault tolerance policy assignment such that, with the available amount of resources, it is possible to generate a schedule which in the worst case satisfies the imposed deadlines.

	Transparency
	Transparency
	Transparency
	Transparency
	Transparency
	Transparency
	Transparency
	Transparency
	Non-Transparent Schedule
	Non-Transparent Schedule
	Non-Transparent Schedule
	Fully Transparent Schedule
	Fully Transparent Schedule
	Fully Transparent Schedule
	Fully Transparent Schedule
	Fully Transparent vs. Non-Transparent Schedule
	Customized Transparency
	Customized Transparency
	Customized Transparency
	Customized Transparency
	Generate an efficient schedule with a customized degree of transparency, according to the designer’s specification.

	Re-execution with Checkpointing
	Re-execution with Checkpointing
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Checkpoint Optimization
	Find the number of checkpoints for each process using re-execution, such that, with the available amount of resources, it is possible to generate a schedule which in the worst case satisfies the imposed deadlines.

	The “Big” Problem
	The “Big” Problem
	The “Big” Problem
	The “Big” Problem
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Schedule Table
	Schedule Table
	Schedule Table
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Generation of Fault-Tolerant Schedules
	Fault Tolerance Policy Assignment
	Fault Tolerance Policy Assignment
	Fault Tolerance Policy Assignment
	Checkpoint Optimization
	Checkpoint Optimization
	Conclusions
	Design optimization of fault tolerant real-time systems.
	Fault Tolerance Policy assignment
	Transparency
	Checkpoint optimization
	Schedule generation


	Conclusions
	Design optimization of fault tolerant real-time systems.
	Fault Tolerance Policy assignment
	Transparency
	Checkpoint optimization
	Schedule generation

	Increasing susceptibility to transient faults:
	Shrinking transistor size
	Increasing frequency
	Increasing temperature
	Decreasing supply voltage
	.....................

	Sources of transient faults:
	Electromagnetic interferences
	Crosstalk
	Ground bounce
	Radiation by
	- cosmic particles
	- packaging material
	Power supply fluctuations
	...............

	System-level perspective
	Fault tolerant systems with real-time constraints
	Transient processor faults
	Fault tolerance techniques considered
	software replication
	re-execution
	checkpointing

	Problem focus:
	System-level optimization and scheduling
	- time constraints are satisfied
	- required fault tolerance is achieved
	- limited amount of resources available
	Fault tolerance policies
	Transparency
	Mapping of processes and replicas
	Fault-Tolerant Conditional Process Graph
	Schedule tables
	Optimized
	- Mapping&Schedule
	- Fault tolerance policy assignment
	- Checkpointing


	Outline
	Overall Flow, Application and System Model
	Fault Tolerance Policy Assignment
	Transparency
	Re-execution and Checkpointing
	Generation of Fault-Tolerant Schedules
	Cross-layer Optimization with Hardening Alternatives
	Conclusions

	Optimization with Hardening Alternatives
	Optimization with Hardening Alternatives
	g: maximum probability of system failure in time unit (hour).

	Optimization with Hardening Alternatives
	g: maximum probability of system failure in time unit (hour).

	Optimization with Hardening Alternatives
	Optimization with Hardening Alternatives
	Optimization with Hardening Alternatives
	Optimization with Hardening Alternatives
	Optimization with Hardening Alternatives
	Optimization with Hardening Alternatives
	Find the hardening level of each node, the mapping, fault tolerance policy assignment and number of checkpoints for each process, and generate a system schedule, such that the deadlines, reliability goal, and cost constraint are satisfied.

	Cross-layer Fault Tolerance Optimization
	Outline
	Overall Flow, Application and System Model
	Fault Tolerance Policy Assignment
	Transparency
	Re-execution and Checkpointing
	Generation of Fault-Tolerant Schedules
	Cross-layer Optimization with Hardening Alternatives
	Conclusions
	Given:
	Application (set of process graphs) + imposed deadlines
	System architecture (processors, buses)
	Maximum number of transient faults
	Overheads (error detection, re-execution, checkpointing)
	Transparency requirements

	Fault tolerant TDMA bus
	Fault tolerant TDMA bus
	Fault tolerant TDMA bus
	Find:
	Fault tolerance policy assignment for each process
	Number of checkpoints for processes to be re-executed
	Mapping of processes and of their replica
	Schedule

	Such that:
	Deadlines are satisfied in the worst case

	Given:
	Application (set of process graphs) + imposed deadlines
	System architecture (processors, buses)
	Maximum number of transient faults
	Overheads (error detection, re-execution, checkpointing)
	Transparency requirements


	Conclusions
	Design optimization of fault tolerant real-time systems:
	Fault Tolerance Policy assignment
	Transparency
	Checkpoint optimization
	Schedule generation
	Optimization with hardening alternatives (cross-layer);

	Given:
	Application (set of process graphs) + imposed deadlines
	System architecture (processors, buses)
	Maximum number of transient faults
	Overheads (error detection, re-execution, checkpointing)
	Transparency requirements

	Easier to test, debug, verify
	Less complex schedules
	Easier to test, debug, verify
	Less complex schedules
	Performance overhead: Longer schedules
	Find:
	Fault tolerance policy assignment for each process
	Number of checkpoints for processes to be re-executed
	Mapping of processes and of their replica
	Schedule


	Conclusions
	Design optimization of fault tolerant real-time systems:
	Fault Tolerance Policy assignment
	Transparency
	Checkpoint optimization
	Schedule generation
	Optimization with hardening alternatives

	Reliability goal: r = 1 - g = 1 - 10-5
	Period: T = 360 ms

	Optimization with Hardening Alternatives
	Optimization with Hardening Alternatives
	Given:
	Application (set of process graphs) + imposed deadlines
	System architecture (processors, buses)
	Maximum number of transient faults
	Overheads (error detection, re-execution, checkpointing)
	Transparency requirements

	Find:
	Fault tolerance policy assignment for each process
	Number of checkpoints for processes to be re-executed
	Mapping of processes and of their replica
	Schedule

	Such that:
	Deadlines are satisfied in the worst case

	Worst case schedule length
	Schedule tables size
	Transparency
	Schedule generation time
	All layers are involved
	Application specific cross-layer trade-offs



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


